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EXECUTIVE SUMMARY

Mobile payment platforms (MPPs) have become the
vanguard of financial technology (fintech), enabling
instant payment and settlement with the convenience
of mobile devices. It is widely seen that the emerging
technology and industry will become one of the key
drivers of the new digital economy, help foster
financial inclusion for those unbanked and
underbanked population, and for the first time make
the prospect of a cashless society within reach. This
report focuses on the mobile payments industry’s
phenomenal growth in China and the Asia Pacific in
recent years, and examine the opportunities and
benefits it brings to the international economy, as well
as the risks and challenges it presents to regulatory
authorities worldwide.

Maobile payment technologies were not originated in
China, but later flourished in China since the early
2010s in commercial applications. The explosive
growth of mobile payments and the broader Fintech
sector in China reflects a perfect storm of conditions,
including technological development, business
innovation, and conducive regulation. The same trend
has also featured in the Asia Pacific region on the back
of dynamic economic growth, diversified business
patterns and pervasive entrepreneurship. The huge
success in the home market propelled Chinese
payment providers to go global since 2015, especially
in the Asia Pacific, with mixed results so far.

We provide a more nuanced understanding of the
mobile payments landscape in this region through four
country studies: Australia, New Zealand, Singapore and
Thailand. Each case examines the industry trajectory in
the local markets, the involvement of the Chinese
players, and their regulatory contexts. We find that
Southeast Asian markets, such as Singapore and

Thailand, are more advanced in adopting the

technology, whilst the Australia and New Zealand
markets bear more influence from the banks despite
the advent of the tech giants. At the same time, the
Chinese MPPs have adopted different strategies in
different national contexts. It involves business
partnerships with local firms in Australia and New
Zealand, but relies on mergers and acquisitions in e-
commerce in Singapore; in Thailand, they cooperated
with both public and private stakeholders in facilitating
business expansion.

A multidisciplinary approach is employed to identify
and assess the risks of the system and their challenges
for regulatory authorities. These range from
vulnerabilities in cybersecurity in the payment
processes, lack of security standards and data/privacy
protection, to loopholes in international tax evasion,
money laundering as well as liquidity risks that may
destabilise the wider financial system. In addition, a
range of political and legal risks are also identified in
particular for the Chinese MPPs and their business
partners.

Based on the historical account and technical analysis,
a number of recommendations are presented on how
to improve the regulation of the emerging industry for
the international community. This is a multilevel,
holistic approach. On the national level, regulatory
authorities should strengthen mechanisms on
consumer protection, and ensure market competition
and regulatory access to the exclusive data held by
mobile payment operators. On the international level,
the establishment of a global industry body that
collaborates with stakeholders in the community will
be the key to establish an efficient, secure and
responsible framework for a more sustainable industry
and the wider digital economy.




THE RISE OF MOBILE
PAYMENT IN CHINA

A remarkable phenomenon in modern finance and
financial markets has been shaped by the
development in financial technologies (or Fintech)
since the beginning of the twenty first century. Riding
the digital wave, modern fintech provides digital and
Internet-based financial services with cutting-edge
innovations.

One of the key strands of such innovations has been in
the payment sector in the form of Mobile Payment
Platforms (MPPs). The MPPs enable users to make
payments and transfer money via mobile devices.
Payments are settled between accounts (‘digital
wallets’ or ‘e-wallets’) hosted by the MPPs (in the
form of mobile applications, or APPs) that are linked to
users’ bank/credit card accounts. Driven by the
increasing penetration of smartphones and the
significant improvements in the network

infrastructure across the globe, mobile payment has
been growing on a fast pace in the world in the past
decade, valued at $1.4 trillion in 2018 and projected
to reach $5.4 trillion by 2026.!

THE MOBILE PAYMENT REVOLUTION
IN CHINA

Nowhere is this trend more evident than in China. In
less than a decade, a mobile payment revolution has
transformed the daily lives of more than a billion
Chinese consumers and businesses. The market share
of mobile payments skyrocketed from 3.5 percent in
2011 to 83 percent of all payments in 2018. The
number of mobile payment transactions grew from
less than 2 billion in 2013 to 123 billion in 2020, and
the annual transaction volumes from less than 10
trillion yuan to more than 430 trillion yuan during the
same period (see Figure 1).




Figure 1: The rise of mobile payments in China, 2013-2020
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By 2017, mobile payment had already become the and 74 percent of mobile payment users used it every

favourite payment option in the Chinese market, with day .’ This brought its user penetration rate at almost
cash second and debit/credit cards a distant third* By 40 percent, topping the global chart over major

the end of 2020, more than 850 million Chinese had advanced and emerging economies (see Figure 2).
had the experience paying over their mobile devices,

Figure 2: China stands out in mobile payment penetration
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BEHIND THE RISE OF MOBILE
PAYMENT IN CHINA

The explosive growth of mobile payments and the
broader Fintech sector in China reflects a perfect storm
of conditions, including technological development,
business innovation, and conducive regulation.

Enabling technologies

Firstly, a series of technological innovations at the turn of
the century have made possible an alternative mode of
payment to the traditional card-based and bank-centred
system. These include smart phones that run apps able
to perform functions for everyday lives, and the upgrade
of telecommunication networks from 2G to 3G and
onward that has enabled ever faster data transmission
and response time for smooth online transactions and
payment processing and clearing. Therefore, it is no
surprise that the meteoric rise of mobile payments in
China coincided with the rapid popularity of smartphone
usage. For instance, mobile phone internet user
penetration in China increased from less than 46 percent
in 2015 to almost 67 percent in 2020 (and projected to
be well over 70 percent in 2021).7

In addition, the adoption of the Quick Response (QR)
codes has also been instrumental in the mass adoption of
mobile payments in China. QR codes are a type of two-
dimensional barcodes invented back in the 1990s.
Compared with traditional one-dimensional barcodes, QR
codes contain larger storage of data and more versatile
access (can be read from both paper and screen).® While
QR codes have been used in areas such as digital
marketing and information sharing, their adoption in
mobile payment systems have enabled the latter’s
expansion. QR codes can be generated and scanned by
mobile devices by either party in a payment transaction,
bringing convenience to both merchants and consumers.
They also save merchants hefty costs in the setup and
maintenance of the card-based readers and electronic
point-of-sale (EFTPOS) facilities.

Appealing business model

The MPPs represents a new breed of payment system
whose business model shifts the centre of payment
transactions from the banking system to commerce,
facilitated by third-party payment providers, most of
which are internet and tech companies. In other words, it
transformed the payment industry through
disintermediation of banking and realignment of

incentives between consumers, merchants and payment
service providers.’

It brings convenience and real-time confirmation to both
parties in a payment transaction through now readily
available mobile devices. This is appealing compared with
traditional card payment terminals that were often ‘slow,
inefficient and expensive’ thanks to a government-
protected banking system.!® The MPPs, on the other
hand, provide strong incentives for user adoption.
Transactions between parties on the same MPP are free,
compared with the standard processing fee of around 2
percent on card payments. This could be a substantial
saving for small businesses given their profit margin of
around 7 percent. For larger merchants, both AliPay and
WeChat Pay offered freebies such as free advertisement
on their digital platforms as an incentive.!! It also brings a
low-cost payment solution for merchants without
investing in expensive card-reading terminals.

The MPPs, as the payment service providers, are also the
winner by cutting out the banks. In a credit card
transaction, the 2 percent processing fee is split between
the banks and the payment processor (usually UnionPay,
amajor card scheme in mainland China). The banks
generally receive over half of this amount. With a
payment transaction on an MPP, however, banks get
only a fraction of the fees received through traditional
payment means.!? Therefore, the business model of
mobile payment enables positive incentives on the part
of consumers, merchants and the MPPs but at the
expense of the banking system and card issuers.

Embeddedness in a wider ecosystem

Part of the popularity of the major Chinese MPPs, such
as Alipay and WeChat Pay, is also due to their integration
into the wider network of services, or ecosystem, of
their mother companies. On one hand, the MPPs greatly
facilitate online transactions of e-commerce and person-
to-person transfers in social networks, becoming
essential financial infrastructure for the Internet of Things
(loT). For instance, Alibaba, China’s largest e-commerce
company, recorded an enormous $75.8 billion in sales
during its Singles Day promotion in 2020, China’s version
of Cyber Monday, most of which was handled by
Alipay.!* The MPPs’ gigantic user base also helped
transform internet companies into some of China's
largest fund managers. Alibaba's Yu'ebao, a money
market fund into which Alipay users can park their digital
wallet money in to earn interest, was an instant hit when
it was launched in 2013. By the end of 2015, Yu'ebao



had over 260 million users and assets worth RMB627
billion. This turned Tianhong, the asset management firm
that manages the Yu'ebao (in which Alibaba owns a
majority stake), into China's largest mutual fund by
assets. !4

On the other hand, by utilising better risk assessments
based on real-payment data, internet and tech
companies can provide more comprehensive, efficient
and tailored services for consumers within the same
ecosystem. In other words, a mobile payment system
is far more than just a means of payment, but an
organic component of a wide p/atform of digital
solutions that covers a consumer’s daily life. Alibaba,
for example, in retail finance alone, provides a range of
financial services, such as money market funds, stock
brokerage accounts and micro credits for both
consumers and small businesses through Ant Financial,
the fintech arm of Alibaba that owns Alipay.'> MYbank,
an internet-based commercial bank under Ant
Financial, has lent RMB 2 trillion in micro credit to
more than 15 million small businesses, with the size of
each loan around RMB10,000 ($1,600).16

A friendly regulatory environment

The rise of mobile payments in China has also been
facilitated by light touch regulation, at least in the
early stage. For the liberal elements within the
regulatory authorities, particularly within the central
bank (the People’s Bank of China, or PBoC), mobile
payments were seen as a tool to increase financial
inclusiveness for those underserved by the existing
banking system. In addition, the mobile payment
sector was regarded as a strategic opportunity for
domestic banking and financial system to catch up and
lead in the emerging global fintech industry.1”

China's financial system, including its payment
infrastructure, had been dominated by the banking
sector.!® Although China has the largest bankcard
network in the world, the credit system has been
underdeveloped given the fact that debit cards vastly
outnumber credit cards.!® The credit system also
favoured state-owned enterprises against the more
dynamic private sector. Mobile payments and the
Fintech industry could effectively address the issue by
providing the much-needed payment and credit
services to small-and-medium-sized enterprises
(SMEs) and low-income households, thus spur
competition, innovation and entrepreneurship.
Therefore, the authorities had created a largely

tolerant regulatory environment that allowed various
business innovation and marketing gimmicks without
strict regulation, well up until June 2018.2° However,
as will be detailed in later sections, internet and
fintech companies, including major Chinese MPPs,
were affected by a series of abrupt government
policies since late 2020%! aimed at containing the risks
of unfettered market expansion and data security,
which brought uncertainties to the future trajectory of
the MPP sector.

MA]JOR TECHNOLOGIES AND MARKET
PLAYERS

Mobile payment systems can be classified into two
camps that adopt different technologies. There are
card-based payment systems that store card data in a
virtualised way within a customer’s mobile device. The
other mobile payment system uses other forms of
customer identification and does not necessarily
require users to have a credit or debit card to
participate. These payment systems are characterised
by the use of QR codes and offline payments not
associated with particular card organisations.

There are three groups of market players in China in
terms of their business areas: internet service
providers, banks, and hardware companies. As Figure
3 suggests, China’s mobile payment market has
increasingly featured a duopoly of two
Apps/platforms, Alipay and WeChat Pay, owned by
Chinese internet giants Alibaba and Tencent
respectively. Both companies are internet service
providers. While both have developed into formidable
and dominant players in the game, they evolved on
distinctive paths. Alipay was originally designed to be a
reliable and trustworthy payment option that serves
online transactions under Alibaba’s e-commerce
empire (such as Tmall and Taobao). Overtime,
Alibaba’s online banking branch developed into a
financial platform of its own under the name of Ant
Finance, with Alipay the jewel in the crown. Other
MPPs associated with e-commerce platforms include
JD Pay (jd.com) and Best Pay (specialised in cross-
border e-commerce for Chinese consumers).

WeChat Pay, on the other hand, by making inter-
personal payments easier and more convenient, was
developed to be integrated into the social
engagement system of WeChat, the dominant social
media platform in China.2? TenPay is another MPP by
Tencent. It has been used in multiple Tencent licenses



and has different wallet software, such as Tencent QQ
and QQ Wallet. QQ is an instant messaging app mainly
focused on local Chinese market, not open to
foreigners. However, underneath the brands they
belong to the same group, use the same remit system
(QR codes) and work the same way as WeChat Pay.?
Given the fierce competition and tit-for-tat strategy,

both Alipay and WeChat Pay have evolved into
payment platforms with very similar functions and are
almost equally accepted in China with both have over
90 percent of market penetration in 2021 if TenPay is
combined into Wechat Pay (both owned by Tencent)
(See Figure 3).

Figure 3 Most Popular Mobile Payment Options in China, 2021
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Note: 3,700 respondents from Mainland China, 18 to 64 y/o, surveyed between October 2020 to June 2021.

Banks make the second group of market players with
China UnionPay (CUP) as the commercial body
representing the banking industry. The CUP is a unified
interbank bankcard network and clearing system under
the auspices of the PBoC. Since 2015, the CUP overtook
Visa and Mastercard in terms of total volume of payment
transactions over credit cards and debit cards, although
less than 1 percent of the transactions are overseas.? As
the third party, non-bank payment providers largely
bypass the banks in mobile payment through QR codes
and digital wallet (rather than linking to bank cards),
causing the banks to feel threatened by being thrown
out of the burgeoning digital payment market. As a
response, the CUP has established its own MPP business
utilising its bankcard and EFTPOS networks both at home
and abroad. The CUP’s MPP supports both card-based
and QR code-based payment methods under the brand
of Cloud QuickPass, with a market penetration of 45
percent by 2021.

There are several popular phone hardware
manufacturers that have developed payment systems as

well, such as Huawei and Xiaomi. These are usually card-
based payment systems that use Near Field
Communication (NFC) technology to transmit
transaction information from the phone to the EFT
payment device. Popular non-China electronic wallets
based on this model include Apple Pay, Samsung Pay and
Google Pay. The major China-based wallets in this regard
include Huawei Pay, Xiaomi's Mi Pay, Viva's Vivo Pay
and OPPO’s OPPO Pay. By the end of 2021, the MPPs
by hardware companies have been less popular than the
other two groups of players because of their late-comer
disadvantage. After spinning off its sub-brand Honor into
a separate company in late 2020, Huawei has lost its
position in the top five of smartphone sales in China, on
top of worse performance in overseas markets.2 Xiaom|,
together with other Chinese phone makers, such as Vivo
and OPPO, have been the major beneficiaries at the
expense of Huawei. Accordingly, these MPPs, particularly
Mi Pay, have the potential to become major market
contenders given the popularity of their mobile devices in
the Chinese and certain overseas markets, such as India.
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THE DEVELOPMENT OF MOBILE
PAYMENT IN THE ASIA PACIFIC

The rise of mobile payments is not just a China story.
It happened globally. In 2019, mobile wallets overtook
credit cards to become the most widely used payment
method in the world.2” The number of e-wallet users
exploded from 500 million in 2017 to 2.8 billion in
2020.2 Mobile payments have great potential in the
Asia Pacific as well. It has arguably been the most
dynamic region in terms of economic growth and
technological innovation. Highly diversified business
patterns, large presence of SMEs, and a largely cash
culture because of less developed financial services in
the bulk of the region, suggest greater potential and
the prospect of a digital and cashless society.

DEVELOPMENT IN THE ASIA PACIFIC

By 2020, only 7 percent of total transactions were in
cash as 46 percent of the people in the region use an
e-wallet.?? In particular, East Asia and the Pacific

experienced significant growth in mobile money

usage, contributing to 34 percent of all new e-wallet
accounts due to the growing market in the Southeast
Asia. More than half of the services in the region have

over one million registered accounts. In South Asia,
registered accounts grew by 5 percent to surpass
300 million registered mobile money accounts for the
first time. This means that one in four registered e-
wallet accounts globally are now in South Asia.*® The
most common payment medium is the QR code-
based systems with China and India leading in this
regard.

Behind the massive popularity of mobile payments in
the Asia Pacific, a combination of key factors played
an essential role in creating a unique, almost non-
replicable market condition for mobile payment to
flourish. The wide availability of a relatively fast and
inexpensive internet, especially access through mobile
devices, is a critical foundation that enabled the near-
ubiguitous use of mobile payments in Asia-Pacific. On
the hardware side, the proliferation of affordable,
relatively competent smartphones means the average
consumer is adaptive to digital means. Chinese
smartphone brands, such as Xiaomi, Huawei, Oppo,
and Vivo, are selling handsets with quality comparable
to those of the big international names but at



significantly lower prices. More importantly, readily
available smartphones help fill the so-called digital
divide in regions where the penetrations of PC
desktops are lower. For many residents of the lower-
tier cities and rural areas of the region, smartphones
are their first or even only device to access the World

Wide Web. Thus, it is only natural for them to become
mobile-first internet users.

As aresult, internet and mobile penetration rates have
been growing exponentially in the past decade. The
Asia-Pacific region is ready for riding the digital wave
with an emerging mobile economy (see Figure 4).

Figure 4: The emerging mobile economy in the Asia Pacific
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doubt further stimulate the growth of mobile
payments in the region.

In addition, the lack of a habit of using cards in daily
consumption could propel countries to leapfrog
plastic-based payments to go straight from cash to
mobile. In many countries in the region, such as China,
India and Thailand, mobile payments emerged at a
time when the credit card system was still at a
relatively early stage of development. Offerings of
various in-app discounts and lower transaction fees
also make mobile payment a more attractive option to
both customers and merchants than credit cards (see
Figure 5).




Figure 5: Share of internet users who used mobile payment services monthly in the Asia-Pacific
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The COVID-19 pandemic is likely to enhance the
adoption of mobile payments globally and in the region
as well. People around the world have relied on the
internet to stay connected and access essential
services during lockdowns. The need to observe social
distancing has also stimulated the use of contactless
payment systems, including mobile payments. In cases
such as India, consumers were urged by the
government to use digital payments for public health
and safety 3* Perhaps more importantly, many popular
contact tracing apps are centred on scanning QR
codes by mobile devices, a great demonstration of the
convenience and accessibilities of QR codes among
the population.3® This will greatly foster mass adoption
of other QR code-based apps, including the MPPs in
the post-pandemic world. It is projected that total
transaction value of mobile payment in the Asia Pacific
will grow from $59 trillion in 2020 to $113 trillion in
202636

THE CHINESE MPPS’ OVERSEAS
EXPANSION

With over one billion active users and an increasingly
saturated urban market in mainland China, it was a
logical step for major Chinese MPPs to replicate their
success at home in the global arena. At the same time,
sustained volume of Chinese tourists’ overseas
expenditure and cross-border e-commerce for
Chinese and foreign consumers also generated huge
demand for digital payment. Again, the two giants in
the Chinese arena, Alipay and WeChat Pay, together
with their smaller rival, China UnionPay, have been
leading the pack in the globalisation of the MPPs.

In this regard, WeChat Pay (under Tencent) has been
less aggressive than Alipay. Ant Financial (hereafter as
Ant), which owns Alipay, announced its globalisation
planin 2016 with the goal of boosting its user base to
2 billion within 10 years 37 Despite the ambition, it
turned out that Ant’s international business remained



small compared with its home market. International
revenue was only 5 percent of Ant’s total revenue in
2019, and international transaction value was a
negligible 0.5 percent of the total in the twelve
months to mid-2020.%

The Chinese MPPs have relied on a combination of
business strategies in their overseas expansion. First
of all, they tapped on their existing customer base in
China who travel, study or migrate overseas. Chinese
outbound travellers alone have been a huge user base
of the payment market given rising household
disposable incomes. In pre-COVID 2019,
approximately 169.2 million outbound journeys were
recorded in China with a total spending of $255
billion.3 A 2018 Nielsen study found 99 percent of
Chinese tourists had the Alipay app installed on their
mobile phone* Being Chinese expats’ established and
preferred method of payment helps promote the
adoption of the Chinese MPPs by international tourism
operators, vendors and institutions alike.

At the same time, the Chinese MPPs sought to grow
their overseas payment businesses indirectly through
e-commerce. For example, in April 2016, Ant bought
controlling stake and later increased its investment in
Lazada,*' a popular e-commerce platform in
Southeast Asia (where Amazon is yet to make
significant progress), so that Alipay could be promoted
as the payment method on Lazada's platform.
Tencent, the other internet giant in China that owns
WeChat Pay, bought almost 40 percent of stakes in
Shopee, Lazada’s archrival business competitor in
Southeast Asia, in 2017.4> Both Lazada and Shopee
are based in Singapore.

A more direct approach for the Chinese MPPs has
been to invest in or partner with local payment
companies in international markets since 2015,
particularly in the Asia Pacific (Table 1). The list here
suggests that most of its international cooperation
has been in the form of business alliance through
equity investment.

Table 1: Alipay’s business expansion in the Asia Pacific

Year Company Type Amount Country
Paytm 40% stakes $1bn India
M-Daq minority stakes $22m Singapore
Ascend Money 20% stakes NA Thailand
Quest Payment Partnership Australia
Kakao Pay minority stakes $200m South Korea
Mynt 45% stakes NA Philippines
Easypaisa 45% stakes $184.5m Pakistan
bKash 20% stakes NA Bangladesh
Commonwealth Partnership Australia
Bank
Akulaku minority stakes $40m Indonesia
Wave Money minority stakes $73.5m Myanmar

Source: Ruehl and McMorrow 2020;% Authors’ collection of data.



For Chinese smartphone makers, sales gains in the
international market are likely to translate into the
user base of their own MPPs as the latter is often
integrated seamlessly into the respective hardware-
software ecosystems. For instance, Xiaomi, vivo and
OPPO were among the top five of smartphone
shipments to India for the third quarter of 2021, with
Xiaomi topping the chart.* Mi Pay, Xiaomi's payment
solution, was launched in India in 2018 with 20 million
registered users in a year’s time. By August 2021, Mi
Pay had a user base of over 50 million in India.*
Through Mi Pay, Xiaomi further expanded its services
into other financial areas, including lending and
insurance.

The global market remains a big challenge for the
Chinese MPPs so far. The Chinese companies must
compete with major global tech giants with integrated
hardware and software platforms, such as Apple
(Apple Pay) and Samsung (Samsung Pay), established
international players, such as PayPal, as well as rapidly
growing startups, such as Square and AfterPay. Their
QR code-based payment system also directly clashes
with the card-based payment systems in which the
banking sector retains influence, especially in markets
entrenched with banking presence and card culture.
Differences in management style and a general lack of
knowledge of local market and society more or less
hindered their cooperation with local partners. They
also have to face different regulatory priorities and
concerns than those at home.

Despite these challenges, however, the Chinese MPPs
have great potential in expanding and enhancing their

foreign operations after the initial period of trial and
error. Both Alipay and WeChat Pay have solid capital
foundation given their leading position in the huge
domestic market, which is capable of supporting their
overseas expansion. Apart from the two, the CUP
could tap into its global POS network and business
deals with foreign banks, and hardware tech
companies like Xiaomi will utilise handset popularity to
advance in the payment market. The Chinese players
have ample experience in surviving and thriving amid
fierce if not brutal competitions and stand at the
international forefront of fintech applications, which
will be appealing to potential foreign users, investors
and partners. However, as will be detailed in
subsequent sections, there are significant risks
associated with the adoption of and cooperation with
Chinese MPPs, which warrant caution and scrutiny by
the international community.

In the next section, we will be focusing on four
countries in the Asia Pacific for a better, more
nuanced understanding of the Chinese MPPs and the
mobile payment landscape in this region. This includes
the general development of mobile payments in the
local markets, and the involvement of the Chinese
MPPs and their regulatory contexts. The four country
cases include Australia and New Zealand, which have
established influential banking systems; Singapore, an
international financial centre with advanced financial
services as well as great appetite and ambition in
fintech innovation; and Thailand, an active player in the
emerging Asia that has been underbanked and started
with a largely cash economy.




AUSTRALIA

This section outlines the state of development in
mobile payments in Australia, and the involvement of
Chinese MPPs in both commercial and non-
commercial sectors. Australia was among the first
overseas market for Chinese platforms, which have
made great effort in expanding their business but with
lacklustre growth.

Overview of digital payment systems
market in Australia

There are two key features of the mobile payment
market in Australia: the relatively slow adoption of the
mobile payment technologies, and so far the
dominance of card-based NFC systems in mobile
payment, both of which are due to its powerful
banking system.

While rating quite highly on most metrics, including
things like lifestyle and quality of life, one area in which
Australia has consistently fallen behind has been its
fintech industry, including the development and
adoption of mobile payments. A quick example of that
would be to consider when Alipay was created, in
February 2004,% to only see the Commonwealth
Bank of Australia (CBA) agreeing to adopt the
technology in 2016.47 The slow development in

mobile payments can be explained by the dominance
of the big four banks in Australia (CBA, NAB, Westpac
and ANZ) and their ongoing wars with the
telecommunications companies* However, it is
contrary to Australia being a very fast adopter of
payment systems associated with e-commerce (such
as PayPal)* and its development into the online
market in the early 2000s.%° This market was originally
dominated by the banking sector who was overly
cautious and very reluctantly gave payment system
access to small businesses.>!

Agreements made in 2017 between handset makers
and the banks2 saw the rise of NFC-enabled POS
terminals, which paved the way for e-wallet apps such
as Apple Pay to be developed and deliberated
throughout Australian supermarkets and retail outlets.
As a result, the mobile payment market exploded in
Australia since then, with the introduction of NFC-
based models, such as Apple Pay, Google Pay and the
somewhat sporadic incorporation of QR code-based
model, such as Alipay.3 Despite these developments,
adoption of e-wallets in Australia was only 10.8
percent by March 2020 (see Figure 6).



Figure 6: Adoption of e wallets in Australia (percent)
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From March 2020 to March 2021 Australians started
using digital wallets at an increasing rate in terms of
actual transaction volume as trust in the system built. As
in other nations, concern over safety and security has
been the primary factor in user hesitation.>> Purchases
conducted on digital wallets went from $36 million to
$68 million during this period, which, while not
staggering given the low base number, represents almost
90 percent increase in Australian society of the use of
digital wallets. When considering all of the transactions
using digital wallets during the same period there was a
$1 billion increase to $2.1 billion.

This means Australians are adopting this technology at a
rapid rate and are catching up with the rest of the world.
In addition, the adoption of mobile payments rose sharply
during the COVID-19 pandemic®® and it appears it will
continue to do so in the near future " However,
Australians still prefer the card-based contactless
methods tied to their banks when conducting the
majority of retail transactions. According to RBA's report,
63 percent of payments were through debit and credit
cards in 2019 while digital payment was mere 3 percent
in total (see Figure 7).

Figure 7 Consumer Payment Methods share of number of payments (percent)
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Note: ‘Other’ includes prepaid, gift and welfare cards, bank cheques, money orders, ‘buy now, pay later’ and CabCharge.
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The Business Expansion of the Chinese
MPPs in Australia

Alipay was the pioneer among the Chinese MPPs
entering the Australian market in 2016. Despite
initial expansions in local Chinese community under
cooperation with local companies, the Chinese MPPs
presence in Australia has been more or less marginal.
The trajectory is arguably not going to change into a
model that would follow that of China which would
be a digital wallet system that is outside the banking
infrastructure.

The business model of the two major Chinese MPPs,
Alipay and WeChat Pay has been based on
disintermediation, cutting off banks from payment
transactions. This puts them in a direct collision
course against the powerful banking sector in
Australia. In addition, Alipay and WeChat Pay are QR
code-based payment systems. As discussed earlier,
Australian consumers are more used to card-based
systems underwritten by the banking system they
trust rather than scanning QR codes that are
generated by Chinese APPs. A PwC report finds that
90 percent of Australians using some kind of NFC-
related technology or electronic systems, particularly
credit and debit cards with contactless technologies
as their preferred means in payment >

Those Chinese MPPs operating on NFC-enabled,
card-based systems also have problems in Australia.
The China UnionPay has focused on Australian
merchants in the tourist industry rather than the
mainstream consumer market. At the same time,
Chinese smartphone makers (Huawei, Oppo and
Xiaomi) have been nowhere near Apple and Samsung
in shipment and sales in Australia, with a collective
market share of around 10 percent by December
2021 % This also limited the popularity of the
Chinese MPPs.

There are three main areas in which Chinese
payment systems have been adopted in Australia.
The first is by Chinese tourists coming to Australia
and spending using their preferred payment methods
which are normally bifurcated into WeChat Pay,
Alipay or UnionPay.%° According to Tourism Australia,
China has been Australia’s largest and most valuable
tourism market, accounting for 81 percent of the
growth in tourism spending in Australia in the pre-
COVID era, and for 27 percent of total spend by
international visitors. More than 1.4 million Chinese
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tourists travelled to Australia and spent more than
$11.5 billion annually 5!

The second is the ongoing adoption of Chinese
students and migrants living in Australia using these
payment systems, and the third is the emergence of
e-commerce transactions conducted by onshore
Chinese migrants and students as shopping agents
(daigou) for offshore (mainland China) customers,
both of whom use the Chinese payment systems.

The Chinese MPPs have teamed up with a variety of
local partners in promoting its business. For example,
Smartpay, the largest independently-owned EFTPOS
provider in Australia has entered into agreement with
Alipay and WeChat Pay since 2018. Under the
agreement, Smartpay obtains access to all
transactions in Australia and New Zealand through
the two Chinese MPPs’ networks and provide
consumers with the ability to use them through
Smartpay’s EFTPOS terminals.5?

Novatti, an ASX-listed payment processor, struck
deals with the Chinese MPPs, such as Alipay, WeChat
Pay and UnionPay, allowing the local Chinese
community to pay their bills through BPay using their
Chinese e-wallet accounts.®

Another case is RoyalPay, a local fintech start-up
aiming to act as a bridge between Chinese
consumers and Australian merchants through the
Chinese MPPs. RoyalPay formed strategic
partnership with Tencent (WeChat Pay) in 2015,
and entered deals with Alipay and JD Pay in 2017.
Nominated for the Australian Fintech Business
Awards in 2018, the company handles average
A$80 million per month with over 16,000
merchants %

At the same time, Alipay also teamed up with
Australia Post. Back in 2014, Alibaba formed a
strategic partnership with Australia Post to connect
consumers and merchants in both countries through
e-commerce. The deal enabled Australia Post to
distribute Alipay purchase card in their retail stores,
which local consumers can use to directly purchase
products on e-commerce sites, such as Tmall,
Taobao that accept AliPay.®5 In 2017, Alipay joined
AlphaCommerceHub (ACH) as its payment method %
The ACH is Australia Post’s new fintech joint venture
and Australia’s first commerce integration platform.

Alipay has further reached out to relevant
government bodies. It signed a deal with Tourism



Australia in February 2019 in launching the Sydney
City Card, an interactive mobile map for Chinese
tourists promoting key tourist destinations around
the city.%” The mobile map operates through the
Alipay app, which saw a 20 percent increase in Alipay
users over the first month after the launch. This
program was extended to Melbourne in May 2020
with the launching of the Melbourne City Card %8

Another major development saw the Commonwealth
Bank of Australia reach an agreement with Alipay’s
parent company Alibaba to allow people to use the
digital wallet system in retail stores throughout
Australia via CBA's EFTPOS terminals.® This deal with
one of the big four banks in Australia will allow Alipay
users to pay in the Chinese renminbi while Australian
merchants get paid in the Australian dollar.”

Australia has a very unique mobile payment
environment. The mobile payment systems in
Australia are often brokered by third-party
companies who deal with the banks and the payment
provider as a mediator. The payment provider in this
regard provides the service of the payment going
through in a secure and seamless way. The customer
makes a purchase either online or in store, the
payment provider validates that transaction between
either the digital wallet provider or the bank and
returns the secure and safe transaction to the
merchant in a matter of seconds. Although Alibaba
has signed the agreement with the CBA and another
local company called Quest Payments,”" Chinese
digital wallet systems are not deemed ‘payment
providers” in Australia. With systems like Alipay there
is no such ‘transaction” initially and as such a
merchant might wait up to five business days for the

money to appear. This is an issue of trust for many
retailers, at which the Chinese MPPs don’t have an
advantage.

Studies outside of Australia demonstrate that
Australians are not easily willing to trust
organisations with which they do not have an
existing relationship.” This is the same kind of
phenomena seen in China when Alibaba released
Alipay. In a great variety of studies conducted by
scholars in the e-commerce field trust is always the
most consistent variable but is not negotiable. Trust
in this sense is not seen as something that implies a
solid relationship but more like the concept of swift
trust.™ For example, in the tourist industry Australian
tourist operators have been very quick to adopt
Chinese payment systems because of the ease of
the business model and the validity of the payment
systems process.” Given that prior to COVID-19
Chinese tourists accounted for $9 billion a year it's
no surprise that adopting this technology made
sense and the fact that it worked and could be
trusted made it much easier to adopt. This, coupled
with the financial incentive of tourist operators to
provide the best service to Chinese tourists, is why
this particular part of the Australian economy has
adopted these payment platforms more readily. By
the same token, as the Chinese MPPs are not
marketed to and used in the mainstream consumer
market, the trust of the Chinese MPPs is yet to be
established, which at least partially explains their
negligible share in the local market.

Actual use of the Chinese MPPs in Australia is very
hard to estimate given the lack of data in this regard,
which is another testimony of their marginal status in
the local market. According to a consumer survey by
the RBA in 2019, less than 3 percent of respondents
used (QR code-based) Alipay or WeChat Pay in the
previous 12 months, compared with more than 20
percent who used card-based mobile payments (tap
and go).




Figure 8 Usage of Alternative Payment Methods in Australia
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Looking ahead, there is very little evidence to
support a substantial increase in the adoption of the
Chinese MPPs any time soon in the post-COVID era.
COVID-19 has certainly boosted the usage of
digital, contactless payments worldwide. The
popularity of QR code-based COVID check-in apps
in Australia has helped local consumers get used to
QR code apps, including the Chinese payment apps.
However, this is less likely to be translated into a
surge of their market share given the late adoption
disadvantage for Australian businesses and more
conservative Australian consumers. The other
concern is that the Australian tourist market is in a
decline, due to the ongoing trade spats with China.
In 2020 Australia lost almost 1 million tourists from
China and it is not likely to recover any time soon. It
remains to be seen if tourist operators will continue
to use the technology given that Chinese tourists
are not coming to Australia in the required numbers
to make it viable; or if the Chinese MPPs will change
their business strategy, targeting the mainstream
retail market instead of the tourist and diaspora
market.

Conclusion

There are several important points to consider here
in Australia when it comes to the adoption of digital
wallets and MPPs. Two big drivers are responsible
for the adoption of these kinds of technologies.
The first one is the integration with the banking

system in general and the second one is the
integration with smartphones. Therefore, credit
cards and debit cards are the dominant payment
methods in Australia, either in the form of the
plastic variety or linked to the card-based mobile
apps.’® This trend is on an upward trajectory”” with
very little consideration given to QR code-based
mobile payment wallet such Alipay and WeChat Pay
in mainstream stores. Australians are one of the
leading adopters of contactless technology but
have been very reluctant to move outside of
existing bank-centred and card-based
infrastructure such as the one behind Apple Pay or
Samsung Pay because there is a lack of trust in
alternative payment systems.” The one glaring
exception to this rule is the tourist market which
was a very early adopter of the Chinese MPPs

In May 2021, the RBA initiated an inquiry into
mobile payments in Australia.” While the inquiry
hasn't yet been completed, it is apparent that the
central bank is looking to try and regulate the
industry and introduce stricter rules due to a
perceived lack of transparency in digital wallet
systems 3



NEW ZEALAND

This section discusses the development of mobile
payment in New Zealand, which is similar to that in
Australia with a dominant banking industry and a
burgeoning tourism market.

Overview of digital payment systems
market in New Zealand

New Zealand has, like most developed nations, a fairly
robust set of mobile payment systems in use in
multiple markets.8! In a very similar way to other
nations like Singapore and Australia, NZ has a bank-led
digital wallet system which has emerged since 2017 3
The dominant model up until 2019 had been
traditional and contactless credit card technology

There has been quite a shift since 2019, as with many
nations, that saw a radical uptake of digital wallet
systems 8

The majority of people in New Zealand still prefer to
do things through their bank even though they might
be paying on any one of the card-based iOS or
Android payment systems. This is very similar to
Singapore and Australia but it's quite different to other
Asian nations such as China who have their own QR
code-based system for making payments

The market overall is dominated by the big banks in
New Zealand as shown in Figure 9.

Figure 9: Preference of payments options in New Zealand, July 2018 (percent)
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What is different in New Zealand is the dominance of
the banking system and how they entered the space a
lot earlier. The following sections discuss this in more
detail and explore the current state of play in the New
Zealand payments market.

The financial system and the adoption of
mobile payments

While there are secondary payment options, local banks
remain the most powerful players in the payment
industry.2” The major banking players are BNZ, ANZ,
ASB, and Westpac New Zealand. As shown below the
majority of New Zealanders prefer to do their banking
with their bank and the adoption of mobile payment
systems has been quite slow. At the moment the
majority of New Zealand citizens prefer to use existing
technology through their banks as it is perceived to be
safe and contains less personal risk to the user.®®

New Zealand customers have taken a long time to
warm up to the idea of mobile payments. The majority
of consumers prefer to use a credit card, especially
those enabled by the tap-and-go PayWave technology
in their day-to-day operations. According to the study
by the Venture Insights, 50 percent of the population
has never used mobile payment (see Figure 10).

Recent study shows that even when international
tourists are added in, mobile payments have probably
not yet penetrated the payment market outside the
tourist industry.82 When contrasting this with nations

like Singapore one sees a disturbing trend for New
Zealand. While New Zealand remains over-reliant on
the banking system, the world is rapidly moving into
third-party Fintech systems through the development
of apps and other related innovations.®® While there is a
movement towards contactless payment innovation
and digital wallets since 2019, the industry is yet to
take off.?"

New Zealand has a gross domestic product of about
$206 billion with an internet penetration of
approximately 90 percent and a mobile phone adoption
rate near 80 percent.?? Given that New Zealand is
heavily reliant on the tourism industry it makes sense
that there is an emerging market for WeChat Pay and
Alipay and therefore a strong intention to use these
apps by Chinese tourists.®®> However, the majority of
people coming to New Zealand are not recommended
to have any third-party apps on the phone or any kind
of digital payment systems at hand. Instead most travel
quides recommend having a payment debit card or
credit card or something of that nature in which local
currency is loaded onto the card in advance of the
travel occurring.?* There is some evidence that hotels,
duty-free shops and other such places are adopting the
Chinese MPPs 2> However, the majority of mobile
payment systems are still linked to the banks and unless
a hotel or tourist operator has an explicit agreement
with Alipay itself, international tourists will not be able
to use digital wallet systems outside of the major five
mentioned banks earlier.

Figure 10: Mobile payments in New Zealand (frequency of usage)
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The Chinese presence in the local market

The Chinese MPPs adopted a business model in New
Zealand similar to that used in their operations in
Australia, which is to team up with local companies
and target Chinese tourists and local Chinese
community. It is estimated that about 5 percent of
the population in New Zealand could be of Chinese
origin and with approximately 36,000 Chinese
students visiting the nation every year, it is possible to
predict a rough estimate of adoption based on the
population size of 5 million for New Zealand.
Notwithstanding COVID-19, this will make around
220,000 to 280,000 actual yearly regular users of
the Chinese MPPs in New Zealand. Adding to this
would be the 407,700 Chinese visitors, which would
bring a total estimate to be approximately 550,000 to
650,000 active users in New Zealand.

Table 3 is the result of a survey on the potential users
of the Chinese MPPs in New Zealand. It found that the
majority of people visiting New Zealand actively use
Alipay or WeChat Pay while they are visiting.

Table 3: Potential Users of the Chinese MPPs in
New Zealand

Percentage of
Users -
Population

401,700 (Tourists) 10%
220,000 - 280,000 o
(Residents) 4=3%
36,500 (Students) 1-2%

Bank of New Zealand (BNZ) developed a partnership
with Alipay in 2018 that allowed the latter to use
Vodafone terminals to support the QR code scanning
process. These terminals are used in retail outlets,
hotels and other places where tourists from China can
use their phone to scan the QR code generated by the
terminals in order to pay for goods and services.?’
SmartPay also offers terminals to retail merchants
that can generate QR codes from both Alipay and
WeChat Pay.® It is interesting that third-party
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providers and the banking industry are offering
EFTPOS terminals to merchants who normally have to
pay for the setup costs of the terminals.

PayPlus, a local fintech start-up, is also in partnership
with both Alipay and WeChat pay and has provided
the Chinese MPPs to local merchants since 2016. In
particular, PayPlus is recognised for delivering these
solutions through integrations with existing local
platforms including POS systems, vending machines,
parking systems, booking and reservation platforms,
EFTPOS terminals and website payment integration.*

The adoption of these terminals is predominantly in
tourist areas and for the convenience of residents
who are still dealing with Chinese currency. However,
retail giant Chemist Warehouse now allows Alipay as
part of its retail infrastructure.'® |t was reported that
100 percent of Chinese visitors surveyed use Alipay.
Given that tourist numbers are down due to COVID-
19 it’s stillimportant to note that Chinese migrants in
New Zealand are active users of Alipay. Part of this is
the value merchants see in using e-commerce in
general 10!

A notable trend moving into the future is the adoption
of third-party e-commerce tools such as Google’s
"Pointy’.19 The adoption of these tools by merchants
could help break the banks” dominance, stimulate
some innovation in the space and facilitate the
adoption of alternative payment technologies as they
become available and are perceived to be less risky.

Conclusion

New Zealand, like Australia, has been very slow in
adopting new payment technologies over the last ten
years. New Zealand's financial institutions have
adopted Chinese payment systems to foster its tourist
industry but the steady and strong reliance on banks
as the only trusted financial institution by citizens
remains. To develop this economy further would
require much more innovation. New Zealanders are
moving faster into digital wallet systems, being
committed to developing their relationships with the
tourist industry and moving towards a high integration
of the systems.
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SINGAPORE

A renowned international financial centre sitting on a
geographical hub where East meets West, Singapore
has every reason to ride the wave embracing the new
digital economy. The city state has the financial and
technological expertise, highly educated work force,
dynamic business culture, and close economic and
social relationships with other countries in Asia and
beyond. Indeed, digitalisation added a new impetus
over the years to transform Singapore into a ‘Smart
Nation’ in Southeast Asia. The government’s goal of
making Singapore a check-free country by 2025 has
been inspired by the rapid rise of the fintech
industries, particularly the digital payment sector in
recent years.!%

Fintech on a blistering pace

The widespread mobile phone penetration, the
advancement of technological and
telecommunications infrastructure, and the harvesting
of big data have created massive opportunities'® for a
fintech revolution to the Singaporean economy.!® The
players in the Fintech wave included traditional
financial institutions, digital forms of financial
institutions (such as digital banking, virtual banking,

online banking, and mobile banking), as well as
international tech giants (such as Apple and Google)
providing nonbank financial services.1%

Singapore’s position at the forefront of adopting
fintech is better placed today than ever. Singapore
sustains fertile ground for digitisation and continues to
frame a lucrative environment of opportunity to adopt
fintech across various services.!97 In Southeast Asia,
Singapore was the first country to issue digital banking
licences by harnessing technological innovation,
enhancing financial inclusion, and encouraging
competition.'08

The rapid growth in fintech delivered an irreversible
trend of cashless payment. By 2020, payment
preference by cash reduced to 5 percent in Singapore,
the lowest among major Southeast Asian countries.
Accordingly, this brings Singapore to an upright
position near the top cashless countries of Canada,
Sweden, the UK, China and Japan. At the same time,
mobile wallets became the second-most popular
payment method in Singapore, accounting for 14
percent in payment preferences (see Figure 11).



Figure 11: Payment preferences in major South East Asian countries
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The rapid rise of Fintech has been built on a robust
growth in e-commerce and financial deepening
enhanced by social media, on the back of growing rate
of internet penetration in Singapore, reaching 87.7
percent in 2020. Smartphone users are expected to
increase from 4.74 million in 2019 to 5.09 million in
2025.1"19 E-commerce is well-adopted in Singapore,
which hosts the two largest online retail platforms
Southeast Asia, Lazada and Shopee. One notable
feature was the popularity of mobile commerce, so
much so that several popular ecommerce websites
first launched as mobile-only sites. Mobile commerce
accounted for more than 42 percent of the total e-
commerce market that was valued at $4.9 billion in
2020. Mobile commerce sales are expected to
outpace overall e-commerce growth, reaching 18.7
percent until 2021 valued at $4 billion.'!!

A diversified and competitive mobile
payments market

The popularity of mobile retailing means
commensurate demand for payment systems that can
be handled by mobile devices. At the same time,
changing lifestyle and daily commerce further geared
the demand and expectations for implementing

various digital payment platforms in Singapore. On the
other hand, the expectation of a customer-centric
approach has become deeply embedded in the local
society, resulting in technology companies playing
critical roles in designing and accelerating broader
adoption of mobile-based payment solutions for
consumers.

Over the last decade, interest in payment technology
(PayTech) has grown and shifted from the physical
realm to the virtual/digital realm enabling payments
through various methods and applications to execute
payments faster, easier, more reliably, and more
secure.'2 The PayTech revolution optimises the
operation and delivers significant opportunities to
modern businesses by addressing payment speed,
efficiency, risk protection, and user experience. The
prospects the payment technology offers have
expanded across the economy of Singapore, aiming to
create the fintech ecosystem as a hub for global trade
and finance !*3

The cashless economy emerged in 1985 with the
commencement of NETS EFTPOS for card-based
purchases at retail outlets in Singapore.!* The first
digital payment solution integrated into fintech,
named FAST, was launched in 2014, allowing users to
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access accounts held by bank and nonbank financial
institutions.!!'> Ongoing shifts toward digital payment
solutions and instant payment transactions against
cash payments have significantly been pushed forward
across financial sectors in Singapore.''® The digital
payment market featured fierce competitions
between multiple players. Alternative payment
methods in Singapore, such as DashPay and GrabPay,
appeared in 2014, while PayNow was launched in
2017, allowing users to perform transactions via their
mobile phones without requiring bank account details.
These alternative payment solutions underpinned by
digital payment systems continued playing critical
roles in accelerating online retail revenues to new
heights in Singapore. At the same time, big data
analysis also enabled deep insight into consumers’
preferences and creditworthiness, which resulted in
emerging payment-centred financial platforms that
provide a wide range of financial services, such as
online banking, bill payments, macro and micro-
financing.

The transaction value of the mobile payment market
in Singapore was $3.62 billion in 2020 and is
expected to reach $21.56 billion by 2026, registering
a CAGR of 30.06 percent between 2021 and
2026117

A study revealed that mobile payments are on the rise
in Singapore, increasing by a 53 per cent penetration
rate since 2017, which is higher than that in Hong
Kong (41 percent), the United States (23 percent),
and Australia (14 percent).!"® The rapid growth in
mobile payments has been sustained by a range of
divergent mobile payment services in Singapore using
card-based terminals or scanning QR codes, including
several major Chinese MPPs, such as Alipay, WeChat
Pay and UnionPay.

The Singaporean government acted as a strategic
enabler to address the high fragmentation of the QR-
based payment market. In September 2018, the
world’s first unified QR code for payment, Singapore
QR (SGQR), was launched in Singapore in a
collaboration between the MAS and the Infocomm
Media Development Authority, an industry regulatory
body within the government.!!® The first of its kind
globally, SGQR combines multiple payment QR codes
into a single SGQR label, making QR code-based
mobile payments simple for both consumers and

22

merchants. Adopted by all the major mobile payment
apps, the implementation of the SGQR means less
clutter on the store front, streamlined payment
process and less processing time.'?° It turned out to
be a great success, with small retailers and merchants
promptly adopting the national scheme from heartland
shops to hawker centres in Singapore.'?! To accelerate
e-payments adoption, the Singapore Digital Office
(SDO) has been tailored to facilitate community
awareness, particularly the seniors and the stallholders
in hawker centres and heartland merchants, urging
them to adopt mobile payment solutions.!??

Chinese MPPs in Singapore

Chinese MPPs executed a different business strategy
in Singapore and Southeast Asia compared with
Australia and New Zealand which relied on cooperation
and partnership with local firms and targeted Chinese
travellers and local Chinese community. The Chinese
MPPs, particularly Alipay, expanded its reach and
popularity in Southeast Asia through mergers and
acquisitions (M&A) in e-commerce, which brought
the brand to the mainstream market, thus having a
significant impact on the local mobile payment
industry.

By the time the Chinese MPPs entered in Singapore
and SE Asia, the region had already become an
‘attractive, mobile-driven consumer market’ where
‘competitive dynamics were more favourable than
those in Europe and North America’. However, the
market was highly fragmented and diverse.!?3 Alibaba
saw this as an ideal point of breakthrough given its
cashed-up purse from a recent sale of its North
American operations, industry knowledge and
technology, and ability to integrate the industry across
the border and business sectors.

This prompted Alibaba to spend $1 billion in acquiring
a controlling stake in Lazada in 2016, which is an e-
commerce platform founded in 2012 and
headquartered in Singapore. At the time of the deal,
Lazada's network covered Singapore, Indonesia,
Malaysia, Thailand, Vietnam, and the Philippines, with
local marketing sales operations, online payments
(HelloPay), 76 last-mile distribution hubs as well as 10
fulfilment facilities.!?* By the end of 2019, Alibaba

owned more than 90 percent of Lazada’s stake.!?



A year later, Alibaba rebranded Lazada’s payment arm
HelloPay to Alipay across four SE Asia markets it
operates in, to be Alipay Singapore, Alipay Malaysia,
Alipay Indonesia, and Alipay Philippines.!26 This was a
strategic and aggressive move, which awarded the
Alipay brand direct exposure in the SEA payment
market. Although the four Alipay platforms under
Lazada runs separate to the Alipay app, by handling e-
commerce transactions on Lazada, it greatly enhanced
the popularity of Alipay among consumers and
merchants in Singapore and the SEA region.

Before the Lazada deal, Alibaba also acquired 14%
stakes in Singapore Post (SingPost) with two rounds
of investment in 2014 and 2015 totalling $435
million.'?” This enabled Alipay to enter SingPost’s own
e-commerce platform, network of services, as well as
the latter’s bill payment unit, SAM 128

The other Chinese tech giant, Tencent, joined a proxy
war in e-commerce against Alibaba in SE Asia. Tencent
participated in Sea Group’s several financing rounds in
the 2010s, becoming the biggest shareholder of Sea,
which is also headquartered in Singapore. In December
2020, Tencent held 22.67 percent of Sea’s shares. !
Sea entered the e-commerce sector in 2015 after its
success in the gaming industry, launching the e-
commerce platform Shopee, which quickly became
the most popular online marketplace in the region in
terms of monthly active users.!* Although Tencent
controls Shopee, it appears that Shopee runs its own
payment service, ShopeePay. For example, both
ShopeePay and Tencent's WeChat Pay operate in
Singapore independently. Nevertheless, Shopee also
accepts WeChat Pay as its payment options, which
helps the latter’'s expansion in the SEA market. In
January 2022, Tencent cut its shares in Sea Ltd. by $3
billion, but still has a sizable hold of its shares at 18.7
percent.!3!

Apart from Alipay’s growth associated with Alibaba’s
e-commerce strategy, there are other factors that
have facilitated the expansion of the Chinese MPPs in
Singapore and SEA. In 2020, 49% of urban consumers
in the region who were commercial bank customers
already use e-wallets, and is projected to reach 84%
by 2025 132 |n addition, the use of QR code-based
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systems is more popular in this region. Many of the
non-bank financial institutions that offer payment
services run on QR code-based systems. This form of
payment has been massively growing and gaining high
popularity among consumers and merchants due to its
convenient and low-cost features.

Usage of the QR code payments significantly
increased in Singapore due to the impact of the
COVID-19 pandemic.'®* The COVID-19 outbreak
further reinforced the embracing of contactless
payments, particularly the MPPs. A recent study
revealed that Singapore recorded massive growth in
this regard, with 1.2 million monthly QR code
transactions.!3* The global Mastercard consumer
study showed that approximately 70 percent of
Singaporeans acknowledged their contentment with
using mobile/contactless payments (i.e., tap-and-go)
post-pandemic.'®

Singapore remained as one of the top favourite
destinations for Chinese tourists, and their overseas
spending tend to transform the local business
landscape, especially in countries with a large share of
tourism revenue, such as Singapore. Evidence shows
that total spending through mobile payments of
Chinese tourists increases significantly in countries
where Chinese mobile payments such as Alipay and
WeChat Pay are relatively mature.'*® On the other
hand, 66 percent Singaporean merchants showed
their willingness to carry out digital store operations
through Chinese mobile payments solutions.!3

Conclusion

The mobile payments market experienced rapid
growth in the last decade in Singapore under a
concerted effort between the government, tech firms
and the banking sector. Alipay’s strategy of expansion
through M&A in e-commerce turned out to be a
relative success so far, and Tencent's strategy for
WeChat in this regard remains unclear despite its
handsome returns in investing in Lazada’s rival,
Shopee. The mobile payment market in Singapore
remains highly diversified, dynamic and competitive.
Local innovations and entrepreneurship will be the
challenges for the Chinese MPPs in this market.



THAILAND

Thailand has persisted in developing a lucrative digital
market growth space and affluent segments with
tech-savvy and mobile-first nations in Southeast
Asia.'*® The massive development of wireless
technology, social network, and increased use of
smartphones has led to the embrace of various
innovative digital payment options, including mobile
payment solutions. The government of Thailand is
highly motivated to explore the digital sector which
could contribute as much as 25 percent of national
GDP by 2027.1* Digital sectors are rapidly growing in
Thailand since banks and non-bank financial
institutions are pursuing seamless connectivity,
partnering with stakeholders and customers for
improved digital payments experiences while retaining
secured and transparent payment transactions. !
Thailand has progressed speedily in terms of an
enhanced digital experience that has reinforced
further demand for robotics, internet of things (loT)
connectivity, cybersecurity, blockchain, artificial
intelligence, cloud computing, and big data analytics so
as to escalate a digitally-driven economy and

ecosystem. 14!

Rapid growth in Fintech

To start with, Thailand provides stimulating Fintech
market opportunities, with a population of 69 million
and an increasing per capita income.'*? According to
the Economist Intelligence Unit, Thailand’'s GDP per
capita is expected to rise by a third within five years,
from $6,597 in 2017 to $8,365 in 2022." Further,
favourable government Fintech policies as well as
Thailand's 4-20 years plan undeniably support Fintech
growth by transforming the country into a value-
based digital economy with a focus on technological
applications and services. 1%

In Southeast Asia, Thailand is in the second position
after Singapore in terms of the adoption of financial
technologies'® in providing better financial access and
tailored product offerings.!*6 A change in the mindset
was also at work with over 70 percent of the
consumers recorded being either tech-savvy or
looking for intelligent solutions.!4?

The advent of digital payment solutions leads to a
wide array of payment options resulting in significant
revenue growth in e-commerce and social media



platforms than offline business groups. In recent years
the e-commerce market in Thailand significantly grew
in popularity. This has given the Thai people an
opportunity to embrace cashless payments in their
daily purchases. Traditional Thai business groups like
the CAGR of Robinson, The Mall Group and Siam Piwat
achieved an annual growth rate of 5 percent, 3
percent, and 14 percent respectively during 2015-
2018.18 On the other hand, online stores like Lazada
and Shopee experienced significant growth
accounting for 37 percent and 2,560 percent during
the same period, respectively ¥ Thailand has become
the second largest e-commerce market in Southeast
Asia with cross-border spending constituting up to 50
percent of the country’s total e-commerce
spending. !>

Mobile payment landscape

The digital era brought substantial technological
advancement, particularly in payment technologies,
overcoming many limitations of cash-based payments
with new, digital cashless solutions.!>! The growing
popularity among consumers in alternative forms of
payments has contributed to a fast-growing mobile
payments market in Thailand. This payment method

has remained a key enabler, connecting digital life for
consumers, producing social interactions, creating
financial services, and changing shopping habits'32. A
recent report, for instance, noted that Thailand ranked
third with 71 percent of Internet users purchases
online using their smartphones, behind only Indonesia
and China which recorded 76 percent and 74 percent
respectively, with the global average accounting for
55 percent.!33

Maobile payment (in the form of digital wallet) has
persisted as a popular payment method among many
residents in Thailand because it is contactless,
convenient, and offers additional benefits and
discounts.!* The high penetration of smartphone
usage, a shift towards online shopping, and enhanced
and secured network bandwidth allow consumers to
choose mobile payment solutions with greater
confidence.!> The availability and affordability of
smartphones have significantly influenced mobile
payments penetration growth in Thailand (see Figure
12). Moreover, the offerings from static QR stickers,
dynamic QR codes, and low-cost scanners will
leverage consumers and boost institutional trust on
mobile payment platforms in Southeast Asia, including
Thailand.!3¢

Figure 12: Penetration of mobile payments in the retail sector in Thailand and other South East Asian countries
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As an emerging digital payment market, 60 percent of
Thailand’s population prefer digital payment methods
either online or offline with only 13.6 percent of
buyers choosing cash as a payment method.!3® In
2019, mobile payment accounted for 23 percent of
total payment value in Thailand, only lower than that
of India yet higher than major SE Asian economies,
such as Indonesia, Singapore and Malaysia (Figure 11).
Another study has found that digital wallet usage
trends will rise by 18 percent in 2021, holding a 28
percent share in the payment market.!>

Mobile payments remain the most popular and trusted
payment method in Thailand. A study found that as of
July 2020, 37 percent of Thai users aged between 21
and 37 use mobile payment platforms!®. For example,
PromptPay’s subscriptions reached 12.6 million
with127 million transactions worth USD 15.6 billion in
March 2018161, By 2020, the mobile payment firm
recorded over 50 million registered users with more
than $2.5 billion @aily transactions.'®? KogoPay is
another mobile payment method that is on the rise in
Thailand, offering instant and affordable transactions
between Europe and Asia. The company raised more
than £200,000 in crowdfunding and hittinga £10
million valuation'®3. Also, UnionPay and Dolfin E-wallet
are persistently popular mobile payment solutions.
UnionPay International has facilitated QR code-based
mobile payments for merchants and consumers. Other
important players in mobile payments market are
mPay, BluePay, Alipay, and TrueMoney wallets.

Of the various mobile payments platforms and e-
wallet apps, QR code-based payment systems
remained an attractive option for small merchants and
SMEs to receive e-payments in Thailand.!5*1n 2017,
the Bank of Thailand allowed five major banks to
graduate the QR code-based payment solutions from
the regulatory sandbox and take it to the digital
market. In 2018, the first QR-code payment standard
was introduced to support seamless payments
between various sources of funds such as credit/debit
cards, bank accounts, and e-wallets'%. The Thai
people showed their preferences for QR code-based
systems, including mPay, BluePay and TrueMoney
Wallet, using them in gas stations, retail stores,
restaurants, convenience stores, and many other
scenarios.!%6 Banks have also joined the QR-code
bandwagon, with five Thai banks (Kasikornbank, Siam
Commercial Bank, Krungthai Bank, Bangkok Bank, and
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Government Savings Bank) offering the mobile
payment solution.'” A survey reported that 75
percent of consumers habitually used QR codes for
payments, making it the most popular mobile payment
method in Thailand.'®® In addition, PromptPay offers
users more flexibility to set up a unique QR code with
encoded data, and users of mobile banking apps can
scan the QR code for transferring money to their
PromptPay accounts instantly.!%® From a fintech
perspective, the most lasting impact of the global
pandemic arguably fuelled the adoption of contactless
payments due to hygiene concerns where consumers
actively seek out touchless payment solutions, and
Thailand is not an exception.!”®

Chinese MPPs taking a foothold

Of the four cases of the Chinese MPPs’ overseas
expansion covered in this report, Thailand stands out
as one that features collaboration and partnership in
both public and private spheres. The inclusion of
Chinese MPPs like the Alipay and WeChat Pay has
significantly contributed to the expansion of the digital
payments landscape and ecosystem in Thailand.

The rapid growth in China's outbound tourism and the
introduction of mobile payments solutions in their
major destinations are mutually reinforcing.””" The
country experienced a paradigm shift in tourism
revenue from Chinese tourists. A study found that
more than 10 million Chinese visited Thailand in 2018
alone, bringing 586.47 billion baht of tourism
revenue.'’? The average spending of Chinese tourists
were more than 5,000 baht per person per day,
surpassing the average expenditure of tourists from
other countries'”3. Much of this spending was handled
by mobile payments. For instance, mobile payments
by Chinese tourists increased during 2018 and 2019
by 14 percent in Thailand and Singapore.’”

Alipay has been taking a diversified strategy in
advancing in the Thai market. First, it took a regional
approach by investing in and controlling one of the
major e-commerce platforms in the region, Lazada,
whose business remit includes Thailand (see the
previous section on Singapore). It then entered the
Thai mobile payment market directly in 2017,
partnering with Kasikornbank, one of the largest Thai
financial institutions, and promoting the QR code-
based payment system among Thai businesses eager
to lure Chinese tourists.’”®



In 2016, Alipay partnered with PAYSBUY, a leading
online payment provider with over 15,000 online
merchants in Thailand.””® The deal led to the launching
of the “PAYSBUY Alipay Online-to-Offline (Alipay
020)" service that integrates Alipay mobile payment
service into PAYSBUY's online payment, enabling the
purchases of goods and services by Chinese

customers in yuan."”’

In the same year, Ant invested an undisclosed amount
in Thai conglomerate True’s fintech firm Ascend
Money, which operates the e-wallet TrueMoney.
According to Reuters, Ant’s stake is around 25 to 30

percent. While Ascend Money has a regional presence,

Ant is only involved in its Thai operations.’”® At 16.8
percent, TrueMoney tops the list of Thailand’s
preferred payment methods by 2021772, Alibaba also
entered into strategic cooperation with Kaitai Bank,
enabling Alipay’s access to the latter’s payment
terminals nationwide. 80

Statistics further show that 3.7 million consumers use
Alipay wallets8" with over 10,000 Thai retailers
accepting Alipay mobile wallets'®?, scaling up their
digital payment collaboration with the Chinese MPP.

The second popular Chinese mobile wallet, WeChat
Pay, entered the Thai local mobile payment market in
late 2016 with a partnership with Asset Bright, mainly
targeting Chinese tourists.”® In the same year,
Kasikornbank formed an alliance with WeChat Pay
(partnership with Alipay in the next year), providing
mobile payment solutions to Chinese travellers over
its 200,000 terminals.®

UnionPay International (UPI) has been another
important Chinese MPP in Thailand. UPI is the
international arm of China UnionPay and has been a
payment brand familiar to Thai consumers. UnionPay
cards are accepted by all ATMs, over 90 percent of
Thai merchants and eight major Thai banks issue
UnionPay in the country. Thailand is also the first
country outside mainland China that has adopted
UnionPay specifications for all its chip cards."® UPI,
powered by Huawei and Industrial and Commercial

Bank of China (Thai), launched its Huawei Pay e-wallet
app in Thailand in 2020."8 Huawei Pay enables
Thailand users to make tap-and-go payment, without
unlocking their device or opening the app, after adding
their UnionPay card issued by ICBC (Thai) to their
Huawei wallet or Honor mobile phones."®” This further
boosted the popularity of tap-and-go payments in
supermarkets and convenience stores.'®®

A notable development in Chinese MPPs’ expansion in
Thailand has been Alibaba’s cooperation with the Thai
government. The increasing integration of the Chinese
MPPs into the local Thai mobile payment market
makes it imperative for the Thai government to help
develop a sustainable business model enabling higher
revenue growth while remaining consumer-focused
and market competitive. The Thai government has
entered into a strategic partnership with Chinese giant
Alibaba to kick start a series of projects. For example,
the Thai government’s Industry Promotion Agency and
the International Trade Promotion Agency has
collaborated with Alibaba’s business school in
launching measures to promote a digital economy."®®
This partnership provides potential opportunities for
Thai banks, financial institutions, and IT industries to
collaborate with Chinese mobile payment providers
(i.e., Alipay, WeChat Pay, and UnionPay) to create
Thailand's most advanced digital ecosystems. This
reflects the implementation of the Thai government's
recent reforms to strengthen local digital payment
markets. It has also facilitated the Chinese MPPs to

establish a local presence.’®®

Conclusion

The movement away from cash-based payment
ecosystems to cashless systems has been sustained in
Thailand under government and corporate efforts as
well as incentives for consumers and merchants.
Changing mindsets, greater accessibility, and higher
flexibility in contactless transaction is bound to
leapfrog the existing underdeveloped financial system
and transform the Thai economy in a digital age.
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MITIGATING RISKS OF MOBILE

PAYMENTS

Payment systems are vital building blocks for market
transactions, social exchanges, and cross-border
capital flows. They are the artillery of the economy
and the financial infrastructure of the global market.
With the ubiquitous popularity of smartphones,
payments systems built on mobile devices,
transnational in nature, have recorded remarkable
expansion in the Asia Pacific, and are well poised to
become the crown of the digital economy and a key
pillar of the global financial infrastructure. Because of
the huge stakes at hand, it is equally vital for security
and regulatory authorities to understand and address
the major risks and challenges the MPPs entall,
particularly those of the Chinese MPPs given their
leading positions both at home and in a growing
number of countries in this region. Such risks and
challenges can be broadly grouped into three
categories: security, regulatory, and political and legal
risks. Based on an analysis of the state of market
development, country experiences and the risks and
concerns of the industry, some recommendations can
be drawn to inform on best practices in the area of
mobile payments for the international community.

CYBERSECURITY AND DATA SECURITY

The risks with regard to cybersecurity refer to online
digital transactions.

Mobile payments can be divided into two types of
systems based on the entity that controls the
settlement of the transaction. Alipay, Tencent (who
distribute the WeChat Pay application) and PayPal are
examples of Third-party Payment Providers (TPP)
who are responsible for payment settlement. The
other mobile payment type uses major banks as
settlement parties. The bank-based settlement model
is commonly used by Google, Apple, and Samsung.
This section is a comparative study of the security of
two mobile payment systems, particularly the TPP
model on which the major Chinese MPPs are based
and which represent more risks in terms of
cybersecurity.

Based on the TPP payment model on Alipay'®! and
WeChat Pay documentation!®? and relevant academic
literature!®3, there are two major processes that are
conducted as part of the TPP payment model. The
first process is the card registration and binding
process that links the customers card to the electronic



wallet application. The second process is the payment
process itself which combines the payment
authorisation from the customer with the merchant
transaction details and sends it to the payment
settlement provider.

Customer: the customer is the entity who initiates the
transaction.

Electronic Wallet: the application installed on the
customer mobile device that conducts with the
payment process on behalf of the customer.

Merchant: the merchant is the entity that provides
goods or services to the customer.

Third-party Payment Provider (TPP): the entity that
manages the payment settlement process for the
transaction.

Bank Authorised Payment Provider (BAPP): the
entity that manages the payment settlement process
for the transaction on behalf of the bank.

Card Organisation: the entity that authorises banks to
issue cards and authorises card transactions.

Bank: the entity that issues cards and holds customer
accounts.

System overview

The aim of the payment process is to provide an
authorised transfer of payment funds from the
customer account to the merchant account. There are
two types of payment process that are commonly
seen in the QR Code payment model. The first is the

Figure 13: Alipay user interface for payment mode

Customer Presenting mode and the other is the
Merchant Order mode. The main difference between
these modes is that in the Customer Presenting mode,
the Customer generates a QR code that is scanned by
the merchant and in the Merchant Order mode, the
Merchant generates a QR code that is scanned by the
customer (see Figure 13).

Both payment modes use a time-based one-time
password protocol to authenticate the customer to
the TPP to ensure that the customer has authorised
the payment. The time-based one-time password
(TOTP) protocol produces a secret code that is the
same on the TPP and the electronic wallet for a given
time period. Therefore, if the TPP is able to compare
the code received from the customer’s electronic
wallet with the code that was generated by the
customer, and they are the same code, then the TPP
can be confident that the customer has authorised the
payment. It is difficult for anyone who is not the
customer to generate the same code. Also, the code
changes every time period (usually 30 seconds) so it
makes it difficult for anyone to guess the code.

Payments are considered to be offline as the
authorisation does not have to return to the bank. This
is only the case for transactions that occur between
customers who have account balances at the TPP. It is
assumed that all Merchants have account balances
with the TPP. In China, almost all local transactions are
conducted using account balances held with Alipay or
WeChat Pay.

Source: Alipay 2021.1%
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Figure 14: Payment Process (Customer Presenting Payment Mode)
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The payment process, illustrated in Figure 14 with the
Customer Presenting model as an example, are as
follows:

1. The electronic wallet generates a TOTP and
sends it to the Merchant Point of Sale (POS)
application. This is usually done by generating
a dynamic QR code that is scanned by the
Merchant. The Merchant POS can also be an
application on the Merchant’s mobile device.

2. The Merchant sends the TOTP and
transaction information to the TPP.
Transaction information can include the name
of the merchant, items purchased and the
price of the items.

3. The TPP then validates the TOTP and sends a
confirmation notification with transaction
information to the customer to verify.

The customer sends their verification notice

to the TPP. If the customer is paying a

merchant where both entities hold an

account balance at the TPP, the TPP updates
the internal ledger for the customer and the
merchant. The transaction is completed.

5. If the customer does not have an internal
account balance at the TPP, the TPP sends
the stored electronic token for the customer
and the transaction information to the card
organisation. Card organisations are typically
China Union-Pay, Visa or Mastercard, etc.

6. The card organisation retrieves the original

bank account number from the token and

sends the account details to the bank where
the transaction is completed.

As a comparison we provide a brief description of the
card-based payment.
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Figure 15: Card Based Payment Process
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The steps for a traditional Card Based payment
process are as follows:

1. The user activates the electronic wallet using
their fingerprint, PIN or face recognition. The
electronic wallet uses near-field communication
(NFC) to simulate the process of contactless card
payment which sends an encrypted token to the
Merchant Point of Sale (POS).

The Merchant POS authenticates the electronic
wallet as a mobile terminal and obtains the
encrypted card token. The conversion of the
account details into a token using encryption is
also known as Tokenisation. The Merchant adds
the transaction information and passes it along
with the encrypted card token to the Bank
Authorised Payment Provider (BAPP).

The BAPP then interacts with the Card
organisation sending the encrypted card token
and the payment order.

The card organisation retrieves the original bank
account number from the token and sends the
account details to the bank where the transaction
is completed.

The outcome of the payment is returned from
the bank through the card organisation to the
Merchant POsS.
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Cybersecurity analysis

As discussed earlier, the setup costs and running costs
of using QR code-based mobile payments are low, but
the trade-off is the security of the payment process.
There are several recognised threats for mobile
payment systems. Mobile payments are inherently
less secure than traditional cash payment processes
because components of the payment process are
conducted over open public networks such as the
Internet.'> However, it is also noted that mobile
payment fraud is reported to be very low at less than
$1 in $10 million transacted.' This may be because
mobile payments are in a closed ecosystem making
tracking fraud easier or that transactions are limited to
micro payments. The following section discusses
common cyber security threats against mobile
payment systems.

Application security

The e-wallet application security is an area of
vulnerability for mobile payment systems. The
electronic wallet contains sensitive information that is



used to conduct payment transactions. It is possible
that a malicious application could monitor the
electronic wallet and attempt to extract or steal
information from it, or at least examine data coming in
and out of the electronic wallet.!*?

Maobile devices do not have the same level of data
protection as dedicated hardware, such as card-based
EFTPOS devices, would need to have to protect
account information. Alipay and WeChat Pay
applications rely mainly on software-based protection
of sensitive data usually determined by the mobile
device operating system

Figure 16: Man-in-the-middle attacks

Man-in-the-middle attacks

Man-in-the-middle attacks occur when an adversary
compromises the connection between two
communicating entities. Man-in-the-middle attacks
allow adversaries to observe and control messages
between the communicating entities. Adversaries can
inject new messages, replay messages, delete
messages, or alter existing messages as well as view
the content of messages. As aspects of the mobile
payment process are conducted on open networks, it
is possible for adversaries to conduct such attacks on
the mobile payment process.!%
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The attack will likely occur on communications inbound
and outbound from the Customer’s mobile device. A
successful attack in the case of Figure 16 would be able
to change the merchant information and the transaction
amount so a large amount could be transferred to
another account. In addition, the notification to the
customer could be blocked or altered so the customer is
not aware of the attack.

Man-in-the-middle attacks can also affect the
Merchant. The attacker could alter transaction amounts
or merchant information to another account then block
or alter notification messages such that the merchant is
unaware of the attack.

Alipay and WeChat Pay are susceptible to this type of
cyber-attacks because the protocol does not ensure
mutual authentication between the three main payment
entities, namely the customer, the merchant and the
TPP. The attacker can impersonate both the TPP and the
customer. Mobile payments are dependent on TOTP to
provide payment authorisation. However, TOTP does not
provide the same security as slower and more
computationally complex digital signature schemes.

Man-in-the-middle attacks are possible, but they are
challenging to conduct successfully. It is much easier for
the attacker to implement such attacks if they have
control of the communication network between
communicating entities. Card based transactions avoid
this issue because those systems use leased lines and
private networks as well as dedicated tamper resistant
hardware for point-of-sale equipment, although the
latter bears costs to the merchants in setup and
maintenance.

Relay attacks

Relay Attacks are attacks that mainly act at the point
where data is sent from the Customer’s mobile device to
the Merchant POS device. The idea is that a relay attack
could be quick enough to transmit an authorisation QR
code to another POS at another location to conduct
another transaction. Relay attacks are possible with
mobile payments. The relay attack must be done
between the time the mobile device generates the QR
code and before it is accepted by the Merchant.!¥®

The capture of the QR code is possible because it is visual
and may be scanned effectively up to 0.6 to Tm
depending on the scanning device. Card-based payment
system, in this regard, is also safer compared with the QR
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code system. Its POS terminal utilises NFC technology for
wireless card transactions, which is only effective within
0.1m, so devices must almost touch for data to be
transmitted. Also, customers in mobile payment systems
are often unaware that they should protect the displayed
QR code from other devices.

Security standard

The major standard that drives the card payment
industry is the one under the Payment Card Industry
Security Standards Council (PCI SSC). The Council is
made up of major card organisations, such as Visa,
Mastercard and American Express. The PCI SSC
promotes the adoption of data security standards (DSS)
for secure card-based payments 2% The PCS DSS define
specific technical and process requirements in hardware
and software that meet the following goals 2!

Build and maintain a secure network.

Protect cardholder data.

Maintain a vulnerability management program.
Implement strong access control measures.
Regularly monitor and test networks.

Maintain an information security policy.

However, the mobile payment industry that includes
Alipay and WeChat Pay are not currently regulated in this
regard and do not come under the PCI SSC standards, as
QR code-based systems do not rely on the hardware and
software-integrated terminals. Avoiding expensive
infrastructure and regulations reduces the entry,
maintenance and transaction fees that make mobile
payments more attractive but less secure for their users.

Data security and privacy

Apart from the risks that could incur during the running
of the application and transaction process, data security
and privacy is another major issue for the mobile
payment industry. This could happen on both corporate
and government levels.

On the corporate level, the TPP model usually requires
customers to open an e-wallet account to store all data
and transaction records. The distribution of data within a
payment system is different between the QR code-
based system and the card-based one. In a card-based
payment system in which banks are involved as
settlement parties, such as Apple Pay, both Apple and the
banks share the transaction data. In a QR code-based
system, such as the Chinese MPPs, transactions are
settled between e-wallet accounts within one or



between two payment platforms, transaction data is
exclusive to the TPP (such as Alipay and WeChat Pay).

The exclusive position of the MPPs in possession of user
data has significant ramifications. First, It could lead to
data access by unauthorised third parties for unwanted
purposes, providing opportunities for identity theft to
gain financial advantages illegally. For example, a Chinese
software developer trawled Alibaba’s online platform for
eight months, collecting more than 1.1 billion pieces of
user information before Alibaba noticed the massive data
leak in June 2021202

In addition, while data could be used by the MPP, and its
wider business ecosystem, to design and deliver better
and more tailored services for their customers, it could also
be subject to misuse and abuse. In the realm of mobile
payments, both personal and transaction data might be
used for corporate gain without user consent. The Chinese
MPPS' records in this regard have been less than solid. For
example, in May 2021, several apps developed by Alibaba
and Tencent were found of user privacy violations by
China’s internet regulator in May 2021. The practices
included illegally obtaining data without users’ consent,
collecting more information than they need to operate,
and demanding excessive numbers of permissions.2% In
August 2021, China’'s Zhejiang provincial authority also
found that the Alibaba Cloud, the cloud computing unit of
Alibaba, ‘disclosed user registration information to a third-
party partner without consent. 2%

Best practice recommendations

It is apparent from the above discussion that consumers
and businesses are the most vulnerable to such security
risks during and after transactions. A series of measures
can be taken to mitigate these risks.

Firstly, governments should enhance consumer
protection in relation to the technical weaknesses in the
payment process of the MPPs. This include raising public
awareness in protecting QR codes from access by third
parties to prevent relay attacks. To mitigate the risks of a
man-in-the-middle attack, mobile payment users should
be recommended to make such transactions on a 4G or
5G data network provided by a third-party
telecommunications ISP or a trusted Wi-Fi network, and
never on a public open Wi-Fi network, especially a Wi-Fi
network controlled by the merchant.

Furthermore, national authorities are recommended to
establish sweeping mechanisms to protect mobile
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payment users (both customers and merchants) from
online fraudulent transactions. In card-based payment
systems, such as Apple Pay, the card organisation
provides guarantees against fraud and there is a fixed
process for customers to be able to claim back funds lost
in fraudulent transactions. This guarantee accounts for
the larger fees and administration incurred by the card
organisation.

Alipay has a range of customer-protection policies, which
have greatly boosted public confidence in the new
technology, but these are only offered in mainland
China.2% In the international market, Alipay offers a
member protection program with various strings
attached, subject to the nature and amount of the
transaction as well as the terms and conditions of Alipay’s
business deal with local partners 2% Compared with
PayPal that leans more to the buyer’s side, Alipay and
WeChat Pay play the role of ‘a real escrow agent’ — they
do not get involved directly in any disputes and have no
specific process for dispute resolutions.?%7 As part of the
terms and agreements for WeChat Pay it is stated that it
is the responsibility of the customer to resolve any
dispute or liability arising from the transaction of goods
or services. Therefore, national consumer watchdogs
should be tasked to address this issue to enhance
consumer protection.

For businesses, the adoption of mobile payment systems
would be a risk management issue. For the QR code-
based system in particular, smaller businesses would
benefit from the lower start-up and minimal ongoing
costs if the popularity of mobile payments increased in
the customer base. Smaller businesses may be willing to
accept the risk of fraud and lack of support in case of a
dispute. However, organisations that have a lower risk
appetite and can afford to maintain the card-based NFC
terminal systems should continue to do so.

For consumers, it is important to raise their vigilance of
online fraud and potential pitfalls in a dispute scenario.
Mechanisms are recommended to provide privacy of
customer data or at least require the customer to
recognise the choice that has been made to release
transaction data to the mobile payment provider. In
addition, protections should be in place for any funds held
within any new payment systems and outside the formal
banking sector to ensure that customers have
confidence that they may be able to withdraw their
funds from these payment systems. More importantly,



the third-party payment providers have to be subject to
national consumer protection regimes (through
legislation if necessary).

The experiences of Singapore and Thailand suggest that
national governments can play a central role in fostering
a healthy development of the market. The Thai
government established FAST and PayNow, a national
payment infrastructure that connects banks and third-
party providers. In Singapore, the government unified a
fragmented market with a single QR code, the Singapore
QR (SGQR) code. Both strategies have enhanced the
security and public confidence in adopting the new
technology.

REGULATORY CHALLENGES

MPPs, especially the Chinese ones, also pose regulatory
challenges on three fronts: liquidity risk, financial fraud,
and market competition.

Financial risks

The liquidity capacity of the TPPs could be a major
financial risk factor. These TPPs require users preload
funds into their e-wallet accounts, which means they
hold money in trust for users. Therefore, it is essential
that they, like traditional financial institutions, have
sufficient cash or reserves in possible scenarios of
withdrawal or transferal request in a timely manner.
Failure to meet these obligations will likely lead to no-
confidence crisis.

So far national regulators have invariably taken an arms-
length, light touch approach in dealing with the fintech
industries, treating them mainly as tech companies.
Although the majority of the TPPs are registered as
separate corporate entities from their parent groups,
their business model dictates that they are highly
integrated with their business and financial ecosystem as
well as other financial institutions, which could see a
liquidity issue of one company have an impact over the
whole financial industry 2%Therefore, it is essential to
apply to the MPPs the same micro-prudential regulatory
measures for traditional financial institutions.

One of the key objectives of central banks has been to
ensure the safety and efficiency of national payments
infrastructure. This is often done by central banks owning
and operating core payments infrastructure. Over time,
this has expanded to include the oversight of payments.
Arecent survey found that less than one third of the
central banks in the world have non-bank fintech service
providers, including those in the mobile payment sector,
under their supervision (see Figure 17). Given the rapid
popularity of mobile payments in terms of transaction
volumes and value as well as its broad linkage with other
parts of the financial system, it is important that national
authorities recognise the digital payments infrastructure
as ‘systemically important” and consider granting central
banks supervisory powers over the rising digital
payments infrastructure.

Figure 17 Scope of central banks' payments oversight function
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Tax evasion and money laundering

As discussed earlier, the QR code-based MPPs
mostly cut out banks in settlement, therefore have
exclusive access to data. Current taxation and anti-
money-laundering regimes are built on service
providers’ obligations of customer identification,
suspicious act reporting and legitimated access to
banking data by requlatory and law enforcement
institutions. For example, both domestic and foreign
banks operating in Australia are subject to anti-
money laundering and counter terrorism financing
laws via their local partners .21

However, the Chinese MPPs are not subject to the
same rules. This means that online transactions over
their ecosystems and settled with their own
payment arms are not visible to local tax authorities.
By the same token, cross-border money transfers
between e-wallet accounts within the same MPP,
particularly those settled in RMB, are outside the
traditional banking system, therefore beyond
government radar against illicit fund movement 2!!
This in effect creates a hidden digital economy with
tax leakage as its very business model 212 While
regulatory technologies could be developed to
identify potential transactions, it is only possible if
the Chinese MPPs grant data access, which is
currently still on a voluntary basis. For instance,
PayPal has domiciled its operations in Australia, but
Alipay and WeChat Pay decline to open their books
to the Australian financial requlator. During a
parliamentary joint hearing on the payment business,
the Australian Transaction Reports and Analysis
Centre (AUSTRAC), a national body against financial
fraud, admitted that “Alipay and WeChat Pay are not
reporting entities under the Ant/-Money Laundering
and Counter-Terrorism Financing Act 2006 and
have therefore not been subject to any regulatory
investigations” 213

Therefore, national authorities must ensure their
legitimated access to data generated in their own
jurisdictions from foreign entities, including
transaction data from mobile payments, to combat
illegal transnational activities. A number of countries
now have designated legislations on electronic data
and online cross-border transactions, such as
Thailand, Indonesia and the United Kingdom 24 In
addition, foreign service providers should be

mandated to establish local permanent entities so
that they are subject to the ‘geographical link’
requirement that dictates reporting obligations.
However, the transnational nature of online tax
evasion and money laundering necessitates an
international approach. In this regard, the G20 will
be ideal to lead this effort, given its commitment to
international taxation?!® and tackling criminal
financial activities,?!” as well as its institutionalised
meetings for finance ministers and central bankers.
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Market competition

Another concern in relation to the MPPs is their
implications over market competition. A key feature
of the MPPs is their embeddedness in a platform
economy. Although the fintech and mobile payment
industry has been a highly dynamic arena that boasts
start-ups and early career firms, they are
increasingly dominated by big tech companies in
major markets. These tech giants, such as Alibaba
and Tencent, tend to reduce competition in retail
money and financial markets through platform
consolidation and intensive capitalisation, leading to
oligopoly or even monopoly >3

In China where the payment market has been in the
shape of a duopoly between Alipay and WeChat Pay,
this issue has been recognised and dealt with in a
heavy-handed approach. Since late 2020, the
Chinese government has resorted to a series of
measures against the two, which included
suspending Ant Financial's blockbuster initial public
offering (IPO), filing formal anti-monopoly
investigations, and ordering a record amount of
fines 2! Tencent was not spared in the crackdown
with Beijing blocking its merger deal in online gaming
platforms.??° In addition, Chinese authorities have
further issued new draft guidelines to prevent
internet companies from anticompetitive practices,
including controlling user traffic, blocking

competitors’ products and discriminatory pricing.??!

The recent antitrust campaign in the world's largest
emerging digital economy should serve as a timely
reminder of the danger of a potentially
uncompetitive market that would choke innovation
and entrepreneurship. Although the powerful
Chinese MPPs are on harness at home, little has
been done to their international operations given
their rapid business expansion in recent years,



especially in the smaller and therefore more
vulnerable markets in the Asia Pacific. As the case
studies in this report suggest, the expansion has
been achieved through complicated deals through
complicated business networks over multiple years.
It involves both mergers and acquisition and
partnerships; Some are of direct investment and
partnerships between payment firms, others are
through deals of their parent groups/companies.
Therefore, national requlators must be vigilant in
monitoring and actively assessing cross-border
merger and acquisition deals in this area and their
potential implications over market competitive
structure.

In addition, many of the technical, security and
regulatory risks can be tackled and addressed by
self-reqgulation of the mobile payments industry,
which has been mostly absent so far. It is

recommended that a global industry body be
established with the participation of major corporate
players and stakeholders. It is in the interests of the
industry to take a collective and proactive approach
to work with other stakeholders in the national and
international community on an efficient, secure and
responsible framework for the sustainable
development of the industry and the wider digital
economy. For example, the industry body could
cooperate with the PCI SSC, given the latter’s
expertise and experiences, on drafting an industry-
wide safety standards across the MPPs; it could
collaborate with the Basel Committee on Banking
Supervision, the key body behind global banking
regulation, on measures to mitigate financial risks of
the MPPs; it could also work with the G20 to
eliminate loopholes in tax evasion and money
laundering; and to work with national authorities to
address particular regulatory challenges.
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POLITICAL AND LEGAL RISKS

The emerging mabile payment industry and the
associated issues of privacy and data security also
face government-induced political and legal risks
where there is a lack of the rule of law. This is an
especially salient issue for the Chinese MPPs, their
overseas partners, and other national regulatory
authorities.

Political risks

Chinese enterprises are subject to the arbitrary
discretions of the government under the country’s
political system, and the power of the state over
business and society has been growing in the last
decade. This poses political and policy risks not just
for Chinese firms, but foreign firms operating in
China and overseas, including those in the mobile
payment industry.

The Chinese government’s crackdown of industries
ranging from tech companies, finance to after-
school education since late 2020 serves a good
footnote to such risks. For a brief recount, Beijing
suspended Ant Finance’s massive IPO, punished
Alibaba and Tencent with record fines, forced
Tencent to abolish its exclusive music licensing deals
with record labels around the world, ordered Didi
(China's equivalent of Uber) to be delisted from the
US stock market, and literally wiped out the $120
billion private tutoring industry with a stroke of
pen 2?2 Investors suffered a huge loss from slumps in
the stock market. Foreign capital is barred from
investing in some of these areas. Hundreds of
thousands of people found themselves unemployed
overnight.

In addition, President Xi has pushed for ‘common
prosperity’ through ‘tertiary distribution’. However,
in practice this only involved coercing businesses to
raise their ‘voluntary’ charitable donations. As a
result, both Chinese entrepreneurs and companies
have had to jump on the wagon and scramble to
initiate and expand programs of social giving.

While many of these regulatory moves were backed
by rationales on anti-monopoly, data security, and
national security, the big picture is the growing
discretionary power of the government at the
expense of business and commerce. As Barry
Naughton notes, this is a timely reminder that ‘every
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company that operates in China—including foreign
companies—will from now on have to figure out
what President Xi Jinping and the party want, and be
prepared to respond nimbly 223

As we have seen, the Chinese MPPs have sought to
expand their business globally through investment
and partnerships with foreign companies. This also
exposed the latter to the disruptive political and
policy risks borne by their Chinese parent companies
or partners. For instance, the halt of Ant's IPO plan
will no doubt jeopardise its existing and future
investment plans overseas.

Legal risks

The Chinse MPPs and their partners also face legal
risks. The privacy and data security issues associated
with the mobile payment industry is governed by
three interlocking legislations (hereafter as the
Laws) in China promulgated in recent years. They
are the Cybersecurity Law (CL), the Data Security
Law (DSL) and the Personal Information Protection
Law (PIPL).

The CL was enacted on 7 November 2016 and
implemented since 1 June 2017, which covers rules
on data protection, data localisation and
cybersecurity in the interests of national security.
The DSL was enacted on 10 June 2021 and took
effect on 1 September 2021 that governs the
creation, use, storage, transfer, and exploitation of
data within China. The PIPL was adopted on 20
August 2021 and effective on 1 November 2021
with an aim to protect personal information rights
and interests, standardise personal information
handling activities, and promote the rational use of
personal information.

Combined, these legislations form a framework for
the managing data flow and access by the Chinese
government, and have direct implications for the
mobile payment industry operating in China and
overseas.

Applicability

The mobile payment sector is subject to each of the
Laws. The CL is applicable to network operators and
businesses in ‘critical sectors’, which include financial
services ??* Article 21 of the DSL stipulates that
‘important data’ and ‘national core data’ require



significantly higher protection, but the specific
guidance on how to define ‘important’ and ‘national
core data’ has yet to be released, leaving everyone
to guess. Given the fact that Beijing’s referral of its
recent crackdown on fintech to national security, it
is reasonable to include financial data in this
category.

The PIPL also features Long Arm Jurisdiction over
data collection and processes offshore by foreign
entities that provide products and services to, or
analysing or assessing activities of, natural persons in
China. This implies that any offshore payment
service that processes transactions involving users in
China are held accountable by the Chinese law in
terms of data security and privacy.

Data localisation

According to the CL, ‘Critical information
infrastructure operators that gather or produce
personal information or important data during
operations within the mainland territory of the
People’s Republic of China, shall store it within
mainland China.’ (Section 2, Article 37).

The implication for the MPPs is that, for any given
payment transactions involving Chinese and foreign
parities, the data generated will have to be stored in
China, including the data of the foreign party as it is
technically difficult and costly for payment firms to
separate the data within the same transaction. This
paves the way for the Chinese government to
access foreign users’ data through the Chinese
MPPs’ overseas networks.

Data access by the government

While the Laws stipulate at length on the regulation
of cross-border transfer of important data and the
protection of data and personal information from
unauthorised access, they do not prevent the
Chinese government from accessing data stored and
processed by digital payment providers.

While it is common wisdom that Chinese companies
are not in a position to deny government access to
their corporate data, the Laws further enable almost
unchecked government access to data. It is true that
all governments collect growing amount of
information from corporates (including the MPPs) to
fulfill diverse regulatory, security, law enforcement,

and social welfare tasks. However, the collection of
personal data by public authority without the checks
and balances through rule of law may lead to public
abuse and violation of citizens’ privacy. In fact,
similar regulations in the past have forced foreign
companies to leave the Chinese market in fear of
compliance, such as Google 2%

According to the CL, ‘Network operators shall
provide technical support and assistance to public
security organs and national security organs that are
safeguarding national security and investigating
criminal activities in accordance with the law.’
(Section 1, Article 28). ‘Network operators’ are
interpreted to include social media platforms,
application creators and other tech firms, including
fintech companies. In our concern, this Article clearly
compels the MPPs to allow government access to
payment and transaction data for government audit
to ensure national security. However, the scope of
‘national security’ is loosely and vaguely defined in
China’s National Security Law, subjecting it to the
government’s discretion.?2® This implies that the
Chinese MPPs and their foreign partners whose
servers are located in China will be legally bound to
give data access to the Chinese government upon
request, which potentially include the data of foreign
users (both individuals and institutions).

Data access by foreign entities

According to DSL, ‘The competent authorities of the
PRC are to handle foreign justice or law
enforcement institution requests for the provision of
data, according to relevant laws and treaties or
agreements concluded or participated in by the PRC,
or in accordance with the principle of equality and
reciprocity. Domestic organisations and individuals
must not provide data stored within the mainland
territory of the PRC to the justice or law
enforcement institutions of foreign countries
without the approval of the competent authorities
of the PRC." (Chapter IV, Article 36).

This provision is problematic on two fronts. First,
there is no definition of which agencies the
‘competent authorities of the PRC' refers to.
Second, this Article, can make it difficult for foreign
authorities and organisations to obtain data that has
been generated in China. This includes information
that are generated as part of a digital payment



transaction if the payment servers are based in
China. In addition, the PIPL stipulates the conditions
that must be satisfied in transferring personal data
outside of China:

»  Passing a security assessment organised by the
State cybersecurity and information
department (Article 40);

»  Undergoing personal information protection
certification conducted by a specialised body
according to provisions by the State
cybersecurity and information department;

»  Concluding a contract with the foreign receiving
side in accordance with a standard contract
formulated by the State cyberspace and
information department, agreeing upon the
rights and responsibilities of both sides;

e Other conditions provided in laws or
administrative regulations or by the State
cybersecurity and information department.

These provisions imply that, if there is a dispute or
other action that occurs requiring a foreign and
international law enforcement organisation to access
digital payment information, such as to determine if
tax evasion or money laundering has occurred, then
the Laws can make it difficult or even deny access
to the requested data at the discretion of the
Chinese government. It also put multinational
operators in a difficult situation when responding to
judicial inquiries in other countries involving a
Chinese citizen in those countries.

Digital Renminbi

The upcoming rollout of digital sovereign currencies
(central bank digital currency, or CBDC) poses the
political risks of government access to data. China
stands at the forefront of developing its own
CBDC.%27 According to its ‘controlled anonymity’
model, transaction dataset will be segregated into
portions of transaction information collected by
designated e-wallet applications.

The PBoC, however, will have access to all the data
as the issuer of the digital currency used by e-
wallets.??® This means that, even without the
knowledge, awareness or consent of the MPPs,
digital renminbi used on mobile payment
transactions will grant the Chinese government full
access to transaction data.

In summary, the Chinese government, through
political pressures and legal provisions, has ensured
its access to data obtained both at home and abroad
through Chinese companies, but at the same time
ringfenced data access by foreign governments and
the international community. This poses spill-over
risks for foreign governments to mitigate in their
potential deals with the Chinese MPPs.

We need a multi-dimensional approach in addressing
such a complicated issue. First, foreign firms should
be aware of these risks when assessing potential
deals with Chinese companies. In this context,
commercial interests should not be the only top
considerations. Firms are also urged to consult with
the international law society in gauging the
implications and ramifications of doing business
without compromise in data security and privacy.

At the same time, the international law society,
national governments and other related international
organisations should continue to convey their
concerns to the Chinese government over its
legislation on data, cybersecurity and privacy. In
particular, this includes the relaxation of the
provisions on data localisation requirements, and
ensuring legitimate and unhindered access to data
stored in China by foreign and international entities.
It is also important to include China in a global
conversation on the governance of data and to
strike an acceptable balance between data
sovereignty and the protection of human rights.




CONLCUSION

The phenomenal development of the mobile
payments industry and fintech in the Asia Pacific
disrupted the traditional bank-centred payment
system but has greatly facilitated commerce, financial
inclusion and social exchanges. Mobile payments
emerge in the intersection of digital,
telecommunications, market and financial regulation,
which makes the new sector of the economy
complicated and challenging. The Chinese players have

been riding the wave and increasing their business
reach in the Asia Pacific region. At the same time, the
emerging industry also brings myriad risks and
challenges to stakeholders at home and abroad. The
future development of the industry, therefore, rests in
our capacity to strike a fine balance between risk
mitigation and fostering a conducive environment that
boasts competition, innovation and entrepreneurship.
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