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Introduction

This guide will show you how to use the Phish Alert Button (PAB) to report any suspicious emails. WWhen you receive a suspicious
email, instead of clicking on any links or attachments, click on the Phish Alert Button within your Outlook client. This will notify the
Cyber Security Team that an email needs to be investigated and the suspicious email will be removed from your Inbox.

We encourage you to report any email that makes you doubtful about its content. If you would like to learn more about what
indicators to look out for, visit Phishing and other scams website.

e The location of the Phish Alert Button may differ depending on the device you use: Refer to the guide below for
device specific instructions. We recommend you restart your device before you use Phish Alert Button for the first time.

A Currently the Phish Alert Button functionality is not supported on shared mailboxes:
To report a suspicious email from a shared mailbox, forward it to reportaphish-sharedmailbox@griffith.edu.au.

Q The Phish Alert Button functionality is not supported on mobile web browsers:
Mobile browser users are requested to download and install the appropriate Outlook app to access the Phish Alert button.

Outlook Desktop Client (Windows and MacOS)

o Select the email you wish to report then click on the Phish Alert Report button (located in the top ribbon).
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Recent Outlook Email above 50MB size limit

@ Mike Bambinni <mike.bambinni@gmail.com>
; op "

Dear user,
Your emall account recently attempted to send an email that was 60MB, this exceeds the limit set by your system administrator of SOMB.

Click Here to compress your email and resend it. This is highly recommended otherwise your email will be deleted and you will need to resend from scratch.

There is also an attachment to the email compressed into a PDF. If you wish you can download that and send it on your own.

Thanks,

e A pop-up message will appear.

a) Under Email Classification ensure Phish/Suspicious is selected.

b) Enter any additional comments on why you are reporting the email as suspicious. For example:
o This email looks suspicious because it is missing the correct signatures
o | have clicked on the link in the email
o | have opened the email attachment.

c) Click Report here! to submit.
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Phishing Email? [
Please
suspic

Subject:
Enterprise Disruption Management (EDM) Go-Live

ect the ‘Report here!’ button to report the
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Email Classification:
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o Once submitted, the below confirmation message will display on your screen. Click X to close.

X

Thank you for reporting this suspicious email! Whilst the Cyber Security Team investigates, this email will be quarantined. Please
take no further action, such as opening included attachments or links. We aim to provide you with an outcome of investigation
via email shortly. For more information about the reporting process, visit Cyber Security Incident Reporting page
(https://www.griffith.edu.au/about-griffith/cybersecurity/cybersecurity-incident-reporting).

Ok

The Cyber Security Team will investigate the reported email and provide you with an outcome of the
investigation. The suspicious email will automatically be removed from your inbox. No further action is
required.

Outlook Web App (Windows or MacOS)

o Select the email you wish to report. Click on the three dots ... at the top-right of the email then select Phish Alert.

@ Mike Bambinni <mike.bambinni@gmail.com> G s o & o
& Reply

Dear user Reply sl

Your email account recently attempted to send an email that was 60MB, this exceeds the limit set by your system administrator of SOMB. Forward

Click Here to compress your email and resend it. This is highly recommended otherwise your email will be deleted and you will need to resend from e €ply actions

Delete
There is also an attachment to the email compressed into a PDF. If you wish you can download that and send it en your own

Mark as unread
Thanks,
Flag

Outlook Support Team O
@3 Outlook
Security options >
€ Reply = > Forward
Print
Download
View

& Share to Teams
Send to OneNote

& Viva Insights

A Boomerang

BS Get Add-ins

Advanced actions >

9 A pop-up message will appear.

a) Under Email Classification ensure Phish/Suspicious is selected.

b) Enter any additional comments on why you are reporting the email as suspicious. For example:
o This email looks suspicious because it is missing the correct signatures
o | have clicked on the link in the email
o | have opened the email attachment.

c) Click Report here! to submit.

Phish Alert X

Phishing Email? B

Please select the ‘Report here!' button to report the
suspicious email.

Subject:
Enterprise Disruption Management (EDM) Go-Live

Show Sender's Details

Email Classification:

&) Phish/Suspicious
nis email s 3 threat.

O spam

This emall is spam.

Add 3 comment.

Report here!
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e Once submitted, the below confirmation message will display on your screen. Click X to close.

X

Thank you for reporting this suspicious email! Whilst the Cyber Security Team investigates, this email will be quarantined. Please
take no further action, such as opening included attachments or links. We aim to provide you with an outcome of investigation
via email shortly. For more information about the reporting process, visit Cyber Security Incident Reporting page
(https://www.griffith.edu.au/about-griffith/cybersecurity/cybersecurity-incident-reporting).

Ok

The Cyber Security Team will investigate the reported email and provide you with an outcome of the

investigation. The suspicious email will automatically be removed from your inbox. No further action is
required.

Outlook Mobile App (iOS)

o Select the email you wish to report. Click on the three dots under the date within the email then select Phish Alert.
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Recent Outlook Email above SOMB

size limit
@ Mike Bambinni 30,
To +3
Dear user, a8
Your email account recently attempted to _x:;s
send an email that was 60MB, this
exceeds the limit set by your system
administrator of 50MB. Mark as Unread
Click Here to compress your email and Flag
resend it. This is highly recommended Reply
otherwise your email will be deleted and Mike Bambinni
you will need to resend from scratch.
Reply All
There is also an attachment to the email Mike Bambinni, +4
compressed into a PDF. If you wish you
can download that and send it on your Forward
own.
Delete
v Reply to All
Q 8 Cancel

e A pop-up message will appear.

a) Under Email Classification ensure Phish/Suspicious is selected.

b) Enter any additional comments on why you are reporting the email as suspicious. For example:
o  This email looks suspicious because it is missing the correct signatures
o | have clicked on the link in the email

o | have opened the email attachment.

c) Click Report here! to submit.
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X Phish Alert
Fnisning eman ¢ -
Are you sure you want to report this as a phishing email?
Subject:
Recent Outlook Email above 50MB size limit

Show Sender's Details

Email Classification:

%) Phish/Suspicious

=~ This email is a threat

E

This email is spam.
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Report here!

Wy Griffith

Queensland Australia



6 Once submitted, the below confirmation message will display on your screen. Click < to close.

-
eu.pab.knowbe4.com

Thank you for reporting this
suspicious email! Whilst the
Cyber Security Team
investigates, this email will be
quarantined. Please take no
further action, such as opening
included attachments or links. We
aim to provide you with an
outcome of investigation via
email shortly. For more
information about the reporting
process, visit Cyber Security
Incident Reporting page
(https://www.griffith.edu.au/about-
griffith/cybersecurity/cybersecurit
y-incident-reporting).

Ok

The Cyber Security Team will investigate the reported email and provide you with an outcome of the
investigation. The suspicious email will automatically be removed from your inbox. No further action is
required.

Outlook Mobile App (Android)

o Select the email you wish to report. Click on the three dots ... under the date within the email then select Phish

A

Note: You may need to
scroll down the list to
see the Phish Alert
button appear.

Recent Outlook Email above S0MB size limit

Mike Bambinni Y ”
+3

Dear user,

Your email account recently attempted to
send an email that was 60MB, this exceeds
the limit set by your system administrator of

SOMB. )  Mark as read
Click Here to compress your email and resend < Flag
it. This is highly recommended otherwise your
email will be deleted and you will need to “ Reply
resend from scratch.
« Reply All
There is also an attachment to the email
) ) I d Forward
compressed into a PDF. If you wish you can
download that and send it on your own. o Delete
Thanks, ”J @i a3
Phish Alert Send to More Add-Ins
Outlook Support Team OneNote
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9 A pop-up message will appear.

d) Under Email Classification ensure Phish/Suspicious is selected.

e) Enter any additional comments on why you are reporting the email as suspicious. For example:
o This email looks suspicious because it is missing the correct signatures
o | have clicked on the link in the email
o | have opened the email attachment.

f)  Click Report here! to submit.

X Phish Alert
Phishing Email?

Are you sure you want to report this as a phishing email?

Subject:
Recent Outlock Email above 50MB size limit

Show Sender’s Details

Email Classification:

@ Phish/Suspicious

This emall is a threat.

O Spam

This email is spam.

Add a comment.

0/360

Report here!

e Once submitted, the below confirmation message will display on your screen. Click X to close.

If you are using Outlook app using Dark mode settings and you are not able to see the confirmation
message, go to the next page to learn how to change these settings.

Thank you for reporting this suspicious email!
Whilst the Cyber Security Team investigates,
this email will be quarantined. Please take no
further action, such as opening included
attachments or links. We aim to provide you
with an outcome of investigation via email
shortly. For more information about the
reporting process, visit Cyber Security Incident
Reporting page
(https://www.griffith.edu.au/about-
griffith/cybersecurity/cybersecurity-incident-
reporting).

Ok

The Cyber Security Team will investigate the reported email and provide you with an outcome of the

investigation. The suspicious email will automatically be removed from your inbox. No further action is
required.
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If you are using the Outlook mobile app in dark mode, some of the text in the Phish Alert screen may appear
faded or unclear. It is recommended to switch your Outlook appearance settings to light mode.

@ Tap on the Settings icon.

@ All Accounts
.

° & inbox 349
* 7

o Drafts Al

(] B sent

Archive 182

Snoozed

Deleted

Junk

0 Scroll down and tap on Appearance.

827 L\ We405%
< Settings
Connected Apps and Add-ins
Add-ins
Outlook extensions for popular apps
y Interesting Calendars
© 1V, sports, and more
Preferences
Accessibility
Appearance
Light / Blue / Roomy
Categories
Privacy Settings
2 Language
~ Autc
More
e

6 Select Light then return to your inbox to report the suspicious email using the Phish Alert Button.

Appearance

Theme

For more information or assistance contact:

IT Service Centre | Digital Solutions ILVJJ Grifﬁth

Ph: (07) 3735 5555 UNIVERSITY

griffith.edu.au/digital-solutions Queensland, Australia




