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Introduction

Like many Universities in Australia, Griffith University's Information Technology Services (ITS) section is faced with shrinking budgets, increased pressure on resources, greater reliance on information technology infrastructure and clients with more sophisticated demands for information technology services.  The Distributed Systems section in ITS implemented desktop management tools for remote control, inventory management and software deployment during 2000 in an effort to improve response times to job requests without increasing staffing levels.  Distributed Systems are responsible for front line computing and audio-visual support for staff and students at Griffith University.  This includes support for lecture theatres, learning centres, computing labs, video conferencing, desktop support and helpdesk services.  A project was established to implement the Veritas Desktop Management Suite (DMS) after a successful pilot of this product in 1999.  The main objectives of this project were:

· to install the DMS agents for remote control, software distribution and workstation inventory on as many staff workstations as possible; and

· to restructure the Distributed Systems support group to take maximum advantage of this technology.

This paper will examine the major issues associated with implementing these products and the impacts of the project on IT support staff at Griffith University.

The History

As clients experienced problems with their machines they usually log calls for these problems via phone or e-mail to the IT-Assist team.  This team of four people would attempt to provide solutions to simple problems, or log a call through to on-site support staff for more complex problems.  Because of the generalised nature of many of the calls to this group, most IT-Assist staff do not have in-depth training in desktop support.  Consequently, most of the desktop support jobs were logged through to on-site support staff via the Quantum job tracking system.  The on-site support staff would monitor their respective job queues and contact the client to make an appointment to come and attend to the problem.  Although this worked reasonably well, there were frequently long delays between when the call was logged and when someone was able to attend to the problem.

The vast majority of the support staff were concentrated in small teams of between three and nine people located on-site with the client groups they supported. In addition to jobs which were reported through the correct channels, drive-bys were also a frequent occurrence.  These are jobs where a client would collar a support person in the hallway and get them to come and attend to the problem.  For the most part these jobs were never logged, so it difficult to estimate the quantity of these jobs but it would suffice to say that these jobs accounted for a substantial proportion of our work.  The percentage varied from team to team depending on the history and culture of the support area, and how diligent the ITS staff were in attempting to stamp out this practice.

Distributed Systems management had recognised that using high numbers of on-site support staff was a very costly way to provide support.  This was verified by a Gartner benchmarking analysis of ITS in 1999 which recommended the ratio of phone support staff to on-site support staff be increased.  This gave additional weight to our plans in this regard.

Over time we have attempted to increase the level of standardisation across the technologies and work practices in the different support teams.  Practices varied widely and there was very little communication between different support teams.  This resulted in the same problems being encountered, researched and resolved several times.  Prior to July 1997, most faculties employed their own IT staff and many of the support practices had simply continued from this time.

Griffith University is currently working on replacing its existing finance, human resources and student systems with PeopleSoft ERP systems.  This project has placed a sizeable drain on resources as staff have been directly seconded to the project, or have moved to other sections within ITS to back-fill for other staff who have moved to the project.  Because Distributed Systems staff get a wide exposure to various technologies it is a good training ground and there are many opportunities for staff to move into other areas within ITS.

The Plan

The challenge for us was to provide an improved level of service and at the same time counteract shrinking budgets, staff drain to other projects and increased demands for IT services from clients.  Desktop management tools were seen as one avenue for assisting us with coping with this situation.  Veritas Desktop Management Suite was selected for implementation at Griffith University after being successfully piloted in 1999.  Other products were evaluated as part of the pilot project, but DMS had the best fit to our environment at the time.

Organisationally, we planned to introduce a second tier of support staff who would use the DMS tools to resolve a higher percentage of calls remotely.  To achieve this, on-site support staff would rotate through phone support positions.  We decided that these people should come into a central area for this support role despite substantial resistance from many of the on-site support staff wanting to perform this function from their existing support areas.  The decision to centralise was taken because we believed that work practices would not change if the staff remained in their on-site offices and therefore the full benefits would not be realised.  Close monitoring was also be necessary in the early part of the project and this would be much easier to do in a centralised location.  A larger group would also give more flexibility for covering during breaks, meetings and other situations where staff were absent.  This necessitated a major physical reorganisation of the phone support area to accommodate up to 10 additional staff. 

ITS made the decision to fund the client software because we felt that this would not be a priority for expenditure in the elements.  We began meeting with Heads of School around the University to explain what the software would be used for, and what the benefits would be to their respective elements.  We spent several weeks meeting with school representatives at the beginning of the project before we developed concrete deployment schedules.  Clients were notified about the exact timing of the deployment several times via e-mail in the week leading up to the deployment.

Full deployment of the product began in earnest in March 2000.  The Proxy remote control and WinInstall software distribution agents were deployed on an initial pass.  We then did a second pass to install the WinLand inventory agents.  As the deployment was taking place we began cycling on-site staff into the central phone support area.

The Issues

Security

Security of the remote control module was the greatest concern raised by clients in our early meetings with school representatives.  Everyone could see that there were significant potential benefits, but many elements had concerns over the security of the system.  Although some academic staff were very concerned that ITS staff could potentially access their workstations without their knowledge, they didn't seem to mind that we had master key access to the building and were quite happy to have support staff working on their machines while they were away at lectures.

In order to allay the concerns of staff, we ultimately opted for the most secure method of operating the remote control software.  This requires the support staff to enter a password before connecting to a workstation and requires the client at the other end to click accept before a connection can be made.  The client can then supervise the entire session and they are able to disconnect the remote control session at any time.  We were confident that their initial concern would pass once the clients saw the system in action and had first hand experience of the faster response times.  With the exception of a few individuals, this is in fact what happened.

Technical Issues

During the course of the deployment very few technical issues were encountered.  The biggest technical problem surrounded blue screen of death errors on Dell OptiPlex GX1 workstations running Windows 95 after deploying the Proxy remote control host.  This didn't really prevent people from working, but their machines would hang whenever they tried to shutdown or reboot their PCs.

Searches of the Veritas and Dell websites did not reveal anything, and support calls to both companies yielded equally unsuccessful results.  After several days of investigating Griffith technicians were able to isolate the problem to the Logitech Mouseware mouse drivers which had been installed as part of the factory operating system image on this particular model.  Removal of these drivers solved the problem and this information was forwarded onto Veritas.  They have since confirmed that this is an issue with all current versions of Logitech Mouseware.

Progress on the deployment of Proxy was going quite well until we reached the Science schools.  The Science schools at the Nathan campus do not use Novell or NT file and print servers which meant we could not deploy Proxy via login scripts as we had done in other parts of the University.  We were faced with the choice of installing Proxy manually and losing the ability to change its configuration without revisiting workstations, or installing some other product.  Several schools had agreed to migrate to the central file and print servers so we decided to implement a short term band-aid measure and install Proxy once this server migration was complete.  We used WinVNC for remote control in these areas.  This product has no software deployment capability, but we were still able to resolve a larger proportion of problems than we could without any remote control software.  An install package was created and deployed from a web server so this meant we did not have to visit each machine in order to install the software.  Schools in the Science group are now beginning to migrate to the cental servers and are being converted to use the DMS suite of tools which provides software deployment and improved remote control capability over WinVNC.

Managing False Perceptions

The DMS deployment was a very high profile project within the University.  Most staff in the University had at least some awareness of it due to the flood of marketing that we put out in the early phases of the project.  Other projects were going on at the same time which also resulted in changes to the configuration of desktop machines.  There was an extended period of time where the DMS software was blamed for all and sundry problems that occurred with workstations.

During this period the project team went to great lengths to quickly address jobs that were perceived to be caused by the DMS software.  With the exception of the Mouseware driver problem, virtually all the problems turned out to be unrelated to the DMS software.  People simply assumed that DMS was at fault because of the timing of the problem.  We felt it was important to quickly address these problems to avoid tarnishing the reputation of the product as has happened with recent deployments of other products at the University.

Reporting and Monitoring

Close monitoring of the implementation and the new support model has been vital to identifying and resolving problems and for optimising the system.  A number of reports have been created to gather data about such things as the number of calls in each area, the number that are resolved remotely and on-site, etc.  Examples of these reports can be seen in Appendix A.  Weekly meetings have been conducted since the inception of the project to review this information.  In the early part of the project the reports changed often to incorporate information to help us resolve the most pressing issues at that time.  Some of our systems needed to be modified to ensure that we were able to capture the data we needed.

We have now built up a set of reports which give us a good overview of what is happening both on-site and in the phone support areas.  These review meetings have been absolutely essential in shaping the way support has been conducted in the organisation.

Rewards and Recognition

The new support model brought about a considerable level of change in the way the ITS support staff worked.  On-site staff have a great deal of freedom in determining when they come and go, how they schedule their work, and what their priorities are.  Much of this freedom disappears when they are on phone support since their hours are fixed, and their primary focus is on resolving the problem of the current caller.

There was a perception amongst the support staff that phone support is less glamorous, less important and less rewarding work, but the management wanted to emphasise that this work was as, if not more important, than the on-site work.  Furthermore, we wanted to do what we could to compensate staff for giving up some of their freedom to do phone support.  This was achieved in several ways:

1. Implementation of a higher duty allowance

The structure we use for phone support requires that staff draw on a variety of skills that they wouldn't necessarily use while in their on-site support role.  Staff need highly developed communication skills, they need to manage the job queue in their area and co-ordinate work with their on-site counterparts.  For the period that level 5 staff are working on phone support they are paid at a higher level 6 rate provided that they meet certain criteria.  This is in recognition of the additional expectations that are placed on the staff while they are working in this role.  At the end of each rotation staff are assessed against these criteria and the higher duty allowance paid providing that meet acceptable performance levels.  These criteria include:

· availability and time logged in over the day;

· hit rates for completion of jobs that can be done remotely;

· telephone techniques;

· technical competency;

· teamwork and assisting other teams in resolving jobs and queue management;

· job queue management;

· client satisfaction and feedback;

· assisting other staff with technical and non-technical problems;

· partial resolution of jobs that cannot be fully resolved remotely;

· proactive approach to work and job resolution;

· business improvement suggestions; and

· progress on other project work during quiet periods.

2. Food

An army moves forward on its stomach and so do IT support staff.  Staff working on phone support have access to a fridge stocked with whatever snack food they ask for (to a point) for the duration that they are working in this role.

3. Other miscellaneous rewards

Other rewards and incentives have been made available to staff for work done beyond the call of duty.  This has included things like movie tickets and sending staff on training beyond what we would normally provide.  We are always looking for different ways to show appreciation for outstanding efforts.

Setting Appropriate Staffing Levels

Abandonment levels on phone queues was the main metric we used to help us set appropriate staffing levels.  We set a target abandonment rate of no more than 5% for our tier 1 support staff.  In order to achieve this we needed to have sufficient staff available at the peak times to minimise callers waiting in the phone queues.  At the same time it was necessary to spread the hours of work to cover from 8 am - 9 pm during semester times.  It was necessary to appoint an additional tier 1 support staff member to cover this time span, but this was made possible within existing budgets by moving a position from one of the on-site teams.  This had no significant impact on the team because of savings made from using the DMS tools.

The primary function of these tier 1 staff is to take calls and if the caller required desktop support, to pass them through to the appropriate tier 2 staff as quickly as possible.  Tier 1 staff will do more toward diagnosis and correction of problems if  there isn't many calls in the queue.  Figure 1 shows how support calls flow through the organisation.

Figure 1: Call Flow Through Support Group

The on-site support staff who were working on phone support were initially very much focused on their own clients.  We have a long term objective of increasing the flexibility of our staff and ultimately want any staff member to be able to service clients from any part of the University. It was therefore necessary to break down the practice which had built up over many years where support staff were only capable of supporting clients from their area.

In the early stages there was often quite large differences in workloads between groups. Some staff would have a great influx of calls while other groups did not.  We were able to encourage staff to log in and help other groups out by linking this to their higher duty allowance.  Statistics from our systems indicated how many jobs staff contribute towards from other skill groups, so it is all based on factual data rather than perceptions.  The IT-Assist manager played an important part in encouraging people to log into other queues in the early stages.  Support staff initially needed to be directed to log into another group's queue when they were under heavy load.  This has now become part of the culture and is much more instinctive to the tier 2 support staff.

Small teams were problematic from the point of view of rotating staff through phone support.  Some teams only had three support staff and this made it very difficult to manage if one of them was away sick, on leave or at training.  Larger teams of five or more people provided much greater flexibility in covering these situations.  As a consequence we have restructured the four existing support teams into two larger support teams at the Nathan Campus.  The larger team sizes give us much more flexibility for moving staff around and for covering when someone is away.  This critical mass of staff has also enabled us to cover remote support for some of the smaller campuses from Nathan.  The Gold Coast Campus currently has the second largest phone support group and work is in progress to re-organise their support teams to take maximum advantage of this position.

Training

IT support staff have faced a steep learning curve as they rotated into the phone support positions.  A training package was put together covering:

· Telephone techniques

· How to use the DMS tools for remote problem resolution

· How to use the Quantum GUI client (rather than the web client which staff were already familiar with)

· How to use the Q-Master phone queuing software; and 

· Operational procedures

Most of the training was conducted by the team leader in the area who closely monitored the progress of staff in their first rotation to ensure they understood how things worked.  Many of the support staff who saw phone support as a less significant type of work were surprised at the level of skills they needed to develop in order to perform their roles effectively.

Conclusions

This project only succeeded because of a full restructure of the support model.  Many people were content to just tinker around the edges but this would not have produced a successful outcome.  Management was committed to doing whatever was necessary to make it work and this meant a substantial organisational change and changes to work practices.  Many of these decisions were not popular initially, but most staff have now accepted that they were necessary to delivers a better service to the clients and for us to survive the increased workloads of this year.

We are now resolving 75% - 85% of calls remotely where without the aid of remote management tools we were only hitting about 53%.  Feedback from the clients has been very positive both from the point of view that they get far more of the problems fixed up front and clients spend less time in a phone queue than they previously did.  Naturally there is still room for improvement.

As clients use the service more they have come to expect that many of their problems will be resolved over the phone.  Consequently, they are now more likely to phone in problems instead of personally abducting support staff to come and address their problem.

Bringing staff from a variety of different teams together into the one area had some other benefits that were not anticipated at the beginning of the project.  Firstly, everyone has had an opportunity to work with different people and it has facilitated interactions where previously there were none.  Support staff now have a greater sense of understanding of the situation in different support teams and now share information more readily.  They also have a larger pool of expertise they feel comfortable to draw on when faced with problems.

The call centre is physically located very close to the management of our section so it has enabled management to have a much closer look at the way staff work than they otherwise would have.  This has meant that management have been able to build closer relationships with their staff that they would seldom see otherwise.  Some people in the organisation are particularly well suited to delivering support in this way.  The restrictions on their freedom to move around have actually helped to focus their energies and they have been highly productive when working in this role. There were certainly some surprises as people went through their first few rotations.

Increasing the amount of work we can do remotely has had significant benefits for both ITS and their clients.  This process has also emphasised some shortcomings and areas for improvement across our on-site support teams.  From here we will be looking to improve and standardise methods for the jobs which consume substantial on-site support time.  We have identified machine rebuilds and printing related problems as prime candidates for improvement.  This process of refinement will continue throughout 2001.  Finally, having raised the bar to achieving 75% - 85% resolutions at the first point of contact, we are now finding that this is the minimum expectation.  The feeling of success has been relatively short-lived as we must now look for new ways to improve service.

Appendix A - Example Reports
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Figure 2: Weekly DMS Report
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Figure 3: Call Breakdown
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Figure 4: Breakdown of Work Done On-Site
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Figure 5: Phone System Statistics
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Figure 6: Staff Work Summary
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