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There are always reasons for change. Some are good, some bad. We at the University of Canberra are in a period of change. This change relates to our computer setup and in part to our approach to several key ideas. A major part of this change is Windows 2000, which is the latest operating system from Microsoft, designed for use within corporate environments. 

This document is intended to compliment my presentation, it not only discusses issues relating to changes to the University of Canberra’s computer network already being undertaken, but also issues that these changes have highlighted. Some of the issues raised include the nature of the central role that has to be played in any Windows implementation, and the use of alternative technologies on campus to move toward a true corporate approach to computing services. 

A vital element of this strategy is the idea that workstations used by staff in their usual work-related duties should be considered as part of the corporate workplace, and as such, it is important to have standards in place that reflect this view. Our intention is to use technology such as roaming user profiles, Exchange and Intellimirror to change the idea that a user is tied to a particular machine. Nothing personal should be stored on a user’s computer, and so if a hardware fault occurs then another machine will be exactly the same for that user and their work can continue. Moves by users, even between different divisions, should become trivial, relying on a small change to the user’s account. This also means that if data is stored on a fault tolerant, backed up server then the possibility of data loss is greatly reduced. This move away from individual ownership to corporate ownership is a vital one in any enterprise. All this means that the user work does not become slave to a specific machine and a more flexible working environment is created. 

The benefits to users are huge. As are the benefits to IT support staff. A move to Windows 2000 Professional as the desktop operating system provides a more robust environment for users, limiting downtime and user frustration. It also provides some added security functionality that should be able to make use of within the University’s computing environment. 

Current Situation
The University of Canberra is made up of five divisions, of which three are academic, and two administrative. The Academic divisions are known as the Division of Science and Design, the Division of Communication and Education, and the Division of Management and Technology. The remaining two are the Client Services Division and the Corporate Services Division. Each of these divisions has IT staff, to varying degrees. The result is that on campus there are a divergent range of systems and approaches to computing services. These include a different operating systems and policies relating to their use and support. Presently the Client Services Division through the Computer Centre, provides support for the two administrative divisions as well as services that require a more central approach. In the other divisions computing services are provided internally with some systems being cooperatively managed. For example, in the Client Services Division and the Corporate Services Division are predominately Windows 9x with some Windows NT4. This is a common situation amongst other divisions. Each of the clients uses a personnel computer ethos in relation to their work practices and management techniques by treating their computer as if it is a stand alone system in the home environment. 

The use of UNIX based POP mail is an example of the problems of this ethos. In a number of cases the use of locally stored mail files creates barriers for a number of connected people. For example single users looking after a section oriented email address can often have the only copy of a mail file that is important to a section, or even a division. Generally, end users do not perform regular system health activities on their computers, activities like checking the system for errors, backing up vital data, and monitoring the system state. This means that if there is a system failure, data (such as their work and email) can be lost and is unrecoverable. This problem occurs infrequently due to the efforts of IT support personnel, but when it does it can be very serious. A simple example would be a loss of a local and probably only copy of a major proposal. If the document was saved locally and not backed up then the data loss from an equipment failure could be irreversible. If backups were made then a lot of time is needed to recover the data. There can be more positive ways of dealing with the situation.

Losing data is an indicator that some changes needed to be implemented. Many users consider their machine the best place to store information. Most do so without considering this data may be needed by others. When more than one person requires access to the same data, two options immediately come to mind. The first is for space on a file server. Second, users share folders from their local machine. This can lead to the sharing of entire drives, if the user is not careful. This solution that is not conducive to adequate security for sensitive files, particularly given the need for auditable access to sensitive information. The situation is worsened by the fact that Win9x OS lacks strong security and makes this option a poor one.

Consequently, we are working in an environment that is being restricted by a number of issues including the technical abilities of our users, as well as the technology and the rate of change of that technology.
Windows 2000 Domain

The University of Canberra has a large range of different Windows NT4 domains, with most faculties having at least one domain, and in some cases more. There are a number of problems that are inherent with this configuration. Domain administrators cannot easily support other domains. Whereas because of trust relationships it is possible to manage user accounts to some degree in other domains, it is difficult to manage these systems easily in the field. Also, in cases where the staff member responsible for a domain is absent, a simple shifting of responsibilities is not possible without new accounts being created. It is simply not possible to centrally manage all system accounts, user accounts and policies from above.
The other issue is that the number of domains is not easy to see or manage from an organisational point of view. Any organisation requires a management structure, often modelled on a tree. Windows NT4 does not handle any tree structure easily and, as a result, domains are isolated, linked only by trusts. This is not the case for Windows 2000 and because of this, it is possible to create a structure that is much easier to implement and manage. It is the intention of the Windows 2000 domain migration group to create and develop a system upon which the entire University can function effectively. To this end, the creation of a master domain structure has been undertaken. The master domain structure is called the UC domain. In Microsoft speak it is a placeholder domain and it is designed for the replication of the Active Directory (AD); which is a combination of several key elements of NT technology including a user manager, a server manager and a user and computer rights tool. 

Under the UC domain structure are the UCStaff and UCStudent domains, whose functions being almost self-explanatory. 
UC Student Domain

The UCStudent domain provides access for all student functions in a Windows environment. It includes all 12,000 student accounts as well as lecturer and tutor accounts for teaching. Our intention was to attempt a move of all student labs and student access points away from division-based logins, and toward a central system. This formed the basis of the Central domain, which was designed and built using Windows NT4 technology. However under Windows 2000 the possibility became a reality. 

To maximise the potential of the Active Directory for the divisions, Organisational Units (OU) have to be created on the basis of subject enrolment. These OUs act a little like group membership and can be used to set permissions to groups of users and computers. To illustrate, they work much like the membership of a team. You can suggest where a team is based, their responsibilities and their rights. You can do the same to computers and groups of users. The advantages of this are simple. From a computer lab perspective, each division can allow or deny access by users to computers on the basis of their subject enrolment. Only those users enrolled in certain subjects can log into a machine, if that is the wish of the division. The advantage of this system is that it reduces the need for the divisions to ensure their database of student accounts is up to date, and a central password system for all systems PC, Mac and Unix systems has make the job of running student labs smoother. 

A roaming profile for each student was also created, whilst small these profiles allow any personal settings to follow students from one environment to another. Roaming profiles take information specific to a user and save it to a network server so that any computer can access it, if the user has the correct password. The advantage of this system is that settings that are user specific follow the user between different computers and do not impinge on others. To make this intent a reality, we required a large degree of interaction and agreement about the software builds on computer labs. A standard minimum machine specification both in hardware and software was needed to be decided upon in all details. To more efficiently manage a lab infrastructure the Windows 2000 system includes Intellimirror technology, which makes the job of managing and implementing software more administrator-friendly. It also greatly benefited students, as they are able to roam around all the public access points on campus and maintain the same settings and desktop environment.

To complement this we also implemented a system called Intellimirror. Intellimirror is an element of Windows 2000 that allows administrators to manage the software on the desktop of a user. It has two key elements. Firstly, software can be published or assigned to individual computers or users. There are differences between these two methods of application deployment. Published software can be installed from a network share though the add/remove programs option, within the control panel. This only occurs when the user wants a specific application they don’t have. Instead of needing an IT support professional to install the software the user can do it through automated installs from the network. Assigned software is more useful in the long run as a system can be created to ensure that a specific application will always install for specific users or computers. 

To demonstrate the potential of this technology we can imagine a computer lab with a standard Windows 2000 Professional setup. The administrator decides that Office 2000 is a necessary application for all the machines within that lab. Installing it on each and every workstation is a time consuming task. The administrator can assign an installer package for Office 2000 for the Organisational Units the computer accounts reside within, which can be customized as necessary. During the boot process the operating system will install Office 2000 if it is not already present. 

The advantage of this system is that, if the user attempts to uninstall the software, assuming they have sufficient rights to do so, the application will immediately be replaced. Also a user can be assured that an application that is important to their work ie Office, will always be present and functional. This is the essence of assigned software. However, if a specific user requires another application, for example WinZip, then this can be applied to the user’s account, which will ensure that when the user logs in, the application is installed. But the key is that it will only install for the intended user. This allows customisation of application suites for users, and allows for specific licensing conditions to be carefully controlled.

Another element of the Intellimirror suite is Remote OS Installation Services (RIS), which allows an operating system (Windows 2000 Professional) to be installed on a completely clean computer through the network. Computers in corporate environments are not created one by one, they are created once on a test computer and then an image of that machine, much like a reprint of a photo, is used to create others. These images can be created and distributed easily through this process. In a lab environment this is an ideal situation, if a computer crashes it can be rebuilt quickly and easily, simply by pressing F12 on boot. A user with a problem should not have to contact the helpdesk for assistance, they simply reboot the computer and it fixes itself. This is an excellent innovation for lab machines, but as the system completely wipes the operating system and file structure it is not ideal for staff workstations. We, however, only use RIS in a small way. The Symantec Ghost package is more helpful as it allows the distribution of images to client machines from a network server, and does not require the user to have any involvement in the build process.
However, there were a few problems identified with Windows 2000. Users familiar with the Windows 9x operating system with loose profiles and policies found the speed to interaction within this environment a little frustrating at first. This is partly because of the restrictions placed on users, but also profile information must be downloaded. Windows 2000 for example can restrict a user’s ability to make changes to the local computer. For an administrator this is an ideal situation, but users can become frustrated, as they cannot perform some changes they might like, for example desktop wallpaper. This was a constant problem with students. The speed of the start-up and boot for a machine was slower than a user was used to. The Active Directory applies group policies on two main objects, the user and the computer initially. It also performs a series of network and domain tasks that slow the boot process. If, for example, you set group policy objects on computers and further objects on users then the load time can be large, depending on the objects in question. A simple example is the installation of software for a user. If the package is large then the time it takes to start-up and shutdown will also be large. 

Time is also an issue with profiles. Users can be given a certain amount of space on a server for their profile. That information comes down to the local machine when the user logs in and if that profile is large then that will increase the time to log in. The combination of the assigned user software, the Active Directory accepting the machine, machine assigned software, and the profile can slow down the log in and log out process, so this must be done very carefully. Quotas for students helped this situation, we only allowed 5Mb per profile, with another 10Mb of allocated disk space. The obvious concern is that if all this information is traversing the network, then the network may slow down, particularly during peak times. However, due to recent changes to the network architecture this will not really be an issue once implementation has occurred. We have 100Mbit NICS in all our desktop machines, connecting to a gigabit backbone, so network performance did not turn out to be a serious problem.
UC Staff Domain

The consolidation of student accounts into a single domain was mirrored in a plan to consolidate all staff domains. Much like the UCStudent domain, the Windows 2000 domain migration group plans to have the domain structured around membership of a particular division. Presently we have three places where accounts are stored. The first is the Lightweight Data Access Protocol (LDAP) database. This is where account information for the Netscape Calendar and web authentication is stored. The second is the mail system, usually a UNIX based solution, and the third is the windows networking, usually stored on a NT4 server. With the account database built around the LDAP system account creation would be faster than it is currently, not to mention much easier for the user. When the LDAP database is updated with new staff, their accounts can be created through a synchronisation script. Recent tests have demonstrated that account information is compatible with account creation. Also for passwords, the concept of single point of authentication is often a desired result. This suggests a system where a single username and password is needed for a user to do all their work. The problem that this idea conjures is that people assume that they have one account. We intend to use this system for staff much like we do for students, where passwords and account information is done at an LDAP level and propagated down to other systems. The system will then appear to function like a single logon system, even though under the skin it is not. The upshot of this idea is that a single username and password could be used to run mail, login and web services on Campus for all staff. This is still under development as the translation of LDAP into AD language scripting is more complex than first thought. We hope to have it in place shortly.
There are always going to be inherent problems. The technology that exists within Windows 2000, such as Intellimirror is also of great benefit to staff users, except that staff machines generally have user specific data stored on their hard drive. If Remote OS Installation or a disk tool like Ghost was to be enacted on a staff machine, data loss would probably eventuate. The consequence is a desire to move toward a similar standard for staff as for students. A campus wide standard for applications and roaming profiles for all staff is an issue that must be addressed. The advantage of this system is that user data is no longer stored locally, but kept on a server. This provides the benefit that most servers are backed up. The reality that most workstations are not backed up carefully enough was a key element of this plan. Most users are interested in three key types of data when their computer crashes. Whenever a computer is moved, replaced or upgraded, user priority is email, work in the form of Office documents, and Bookmarks. 

There are a number of difficulties in backing up user data. If email is the highest priority the number of backup tapes with user email will be enormous. This would include their email messages as well as attached documents. Factor in ideas of common emails, including attachments and the waste becomes obvious. If each user has a local store of information containing their mail, then there may be hundreds of copies of the same file around campus. How many backup tapes are full of these files? This illustrates one of the limits of POP, a topic I will revisit later. A solution to locally stored mail can be achieved through the removal of mail from the local store to a server. How this is to be achieved is the topic of the final section of this document. But if this is achieved then we have to look at other issues.

With email removed from local store, Office documents and bookmarks must then be addressed. Windows 2000 roaming user profiles becomes the key technology. This system moves information specific to a user, for example the My Documents folder and IE Favourites onto a network share for the specific user, which is linked to the account for that user. If this user moves to a different machine then their documents follow them. With the Windows 2000 domain system put in place then any user who moves from one computer to another in the enterprise, will have their documents and settings follow them, assuming the applications they need to open them are there also. This brings us back to the use of Intellimirror and a standard set of applications for all staff. 

With roaming user profiles, a new email system and Intellimirror, the idea that a user owns a machine becomes moot. Nothing personal is stored on the computer, and so if a hardware fault occurs then another machine will be exactly the same for that user and their work can continue. Moves by users, even between different divisions, are trivial, relying on a small change to the Active Directory account. This also means that if data is stored on a fault tolerant, backed up server then the possibility of data loss is greatly reduced. This move away from individual ownership to corporate ownership is a vital one in any corporate environment. All this means that the user work does not become slave to a specific machine and a more flexible working environment is created.

Resource Implications 

Hardware 

To run the Windows 2000 system we needed to have in place a reasonably strong server base. Servers perform functions including; running user accounts, file sharing areas, and email. These are not mutually exclusive roles and it is possible to have a file and print server that performs the authentication role for user accounts. Windows 2000 servers are roughly equal and so each server plays an equal role in any domain. In other words, no single server is vital to the schema.

Within NT4 domains there are two types of servers, domain controllers and member servers. Domain controllers run the domain, whereas member servers are simply servers that perform some task but are members of the domain. 
In order to run the master environment for Windows 2000 it was necessary to purchase a few larger and more powerful computers. We also needed a central file store for mail, profiles and the like. This was done initially with an idea of about 500 GB of storage, but the system is flexible so that we can reasonably cheaply upgrade to over a 1000 GB. We also ensured that we can expand the system with future budgets including the provision for three replacement servers. 
Our new structure allowed the removal of up to seven servers from our model. The consequence of the above restructure is there were fewer servers with the same functionality provided.

Software

The software issue is a simple one, as the University currently has licensing that includes a three-year software license agreement with Microsoft.  The Microsoft products covered under this agreement include Windows 2000 Desktop upgrades, however purchasing officers will still have to factor in an original operating system purchase in any equipment budgets. 

The other major software purchase we looked into was Symantec’s Ghost 6.5. Ghost is a disk-cloning tool that allows the creation and publishing of disk images. This can either be done through simple disk or CD image dumps, but the Enterprise version allows unattended installs and limited onsite requirements from support personnel. The University already had an older version but this was not Windows 2000 compatible and so had to be updated. 
Support Staff

With the new operating system there are much stronger tools for support staff to manage the enterprise. With the use of remote management, and installation tools like SMS and Intellimirror, group policies and a server side email and roaming profile storage solution, the possible problems with computers under the care of support staff greatly reduces. 

The implications of this are that there must be a re-evaluation of the role the helpdesk plays in support. A greater role of the helpdesk in interactive problem solving using the tools available in Windows 2000 will decrease the time it takes to fix problems. This will require training for all staff within any support framework, both within the Corporate Services Division and beyond. The creation of the IT Customer Services Program will assist in the re-skilling all the members of this team. This is an ongoing project of retraining.
User Level Implications 

We have already discussed the implications in function that Windows 2000 provides. These include increased reliability, performance, security and data access, but there are other implications for all divisions. From the perspective of equipment purchases a minimum requirement within a section that equipment purchases and current equipment must be higher than a Pentium II 350MHz with 128Mb of RAM is a precursor to any Windows 2000 roll out. This will ensure a good working operating environment, but will require some sections to upgrade their current hardware. We intended to only roll out Windows 2000 to sections that completely met our minimum requirements. This meant that until all clients could move to Windows 2000, no clients in an area would be moved. The result is that the roll outs were slower than we initially thought. We didn’t simply push out new computers with Windows 2000 and allow natural attrition to move areas to the new system.

 There will also be changes due to the roaming nature of Windows 2000. Users in sections with a great deal of movement will benefit, but users in general will have to become used to the new structure, as well as the limitations that will be placed on them in terms of the freedom they currently have in software installs. In general however, users will greatly benefit from the new model. The retraining of general staff is another issue of great importance. It is not simply enough to drop a completely new operating system on a desktop and walk away. Support staff must train users to better se the resources and to understand the implications of their actions.
Timetable
It is the intention of the Windows 2000 domain migration group to adhere to the following timetable.

December 2000 
Implementation of UCStudent Domain

February 2001

Completion of UCStudent domain for Semester 1 2001

March 2001

Testing of UCStaff domain within selected sections in field

July 2001
Initial rollout of Windows 2000 and SMS in Corporate Services and Client Services Divisions.

December 2001
Completion of Windows 2000 rollout in Corporate Services and Client Services Divisions.

Conclusion

The future direction of computing services at the University of Canberra should include a move toward the services provided by Windows 2000, which include the Active Directory, roaming profiles and Intellimirror. The Client Services division is also implementing Systems Management Server (SMS) as another management technique. SMS is a topic that has been discussed in other documents and by other speakers, and it adds functionality in auditing computers, remote management as well as a great number of other features for the support for non-Windows 2000 clients. Combined, these three systems provide comprehensive change and configuration management for computers on campus using Windows. What is clear is that a move away from the current system of management and a move toward a more integrated system would be of great benefit to all concerned on campus. In particular, single instance storage, and a simple tree structure for the Active Directory with every machine on campus either being part of the UCStaff or UCStudent domain, makes management much easier.
Appendix

IMAP Mail

This document discusses plans to move user data off local stores and place it on a server as a key idea in a corporate approach to computing services. To do this we need an approach for email. There are many different systems but IMAP mail is a key component of the best. What I am about to discuss is based on discussions with other IT support staff, and seminars from TechEd 2000 in August. A further examination can be found in more detail in the document Why PSTs are bad, by Ed Crowley from the following url http://www.swinc.com/resource/exch_faq_appxf.htm. 

What the Windows 2000 domain migration group is suggesting is a move away from POP based UNIX sendmail toward a more server based IMAP system. A possible solution is Exchange 2000 campus wide. But there are many others, including several strong UNIX based solutions including Imapd.

There are several different approaches to email Post Office Protocol (POP), Distributed Mail System Protocol (DMSP), and Internet Message Access Protocol (IMAP). Of the three, POP is the oldest and consequently the best known. DMSP is largely limited to a single application, PCMAIL, and is known primarily for its excellent support of "disconnected" operation. IMAP offers a superset of POP and DMSP capabilities, and provides good support for all three modes of remote mailbox access: offline, online, and disconnected. For more information there is a current list of IMAP products found at http://www.imap.org/products/, and a listing of documents relevant to IMAP at http://www.imap.org/papers/biblio.html.

The reasoning is from the FAQ. At the root of the FAQ “Why PST = BAD” is the notion that it is inappropriate to pull data from a central, managed server onto some form of local storage. This is what we currently do with POP3 mail systems. I will outline the reasons for this here, borrowing from a document created by Dr. Trevor Lawrence from Division of Management and Technology but the logical conclusion of this argument is that POP3 based mail clients are inappropriate in a corporate messaging environment.

Any single instance store advantages that a mail server running POP might have are immediately lost when the mail is pulled down onto each user’s local store. This means that a single point of contact for mail files on a server allows outside contact, but locally stored data cannot generally be viewed. Placing the local store on a user’s local hard disk is not an acceptable place to store significant corporate information. As stated before the local hard disk is not properly or regularly backed up. If long-term data is kept in a server-based store, corporate policies and practices can ensure the health of the information store. This moves the emphasis away from the user at the desktop to IT support staff.

Local stores are also generally not secure. Many workstation file systems do not support security, so that the message store is exposed. An example is that the security of a Windows 98 system is severely limited. Data cannot be protected from another user at the console, regardless of the steps taken to protect the physical security of the workstation, or the data on the machine.

There is another feature. Copying messages from a server store to a local store immediately breaks the aim of access anywhere, anytime. This is generally not a great problem within the corporate environment, but users who remotely access their mail have a problem. Messages can only be accessed from the workstation on which the local store exists.

The usual reaction is to use a network store for email information. But the use of web-based mail is impossible with a personal local store. Thus local stores for messaging storage are inconvenient, and consequently POP3 is equally troublesome. An example of an alternative is Exchange Server, which not only supports its own proprietary client interface, but it also supports POP3, IMAP4 and web based access, so that if the mail infrastructure is changed to Exchange Server, existing users do not need to immediately change their mail client software. But on the upside users gain greater functionality.

An exhaustive argument for the use of Exchange 2000, or an alternative UNIX based IMAP system is not the intent of this document. What is clear is that with the use of the Exchange Single Instance Store the benefits are great. In many message management systems an email sent to 1000 recipients is transferred into the private mail storage areas of each of the 1000 recipients, resulting in massive waste of storage. Exchange uses a Single Instance Store in which an email message and thus any attachments are stored once, and only once, with all the intended mailboxes linking to a single file. Only one copy of any item is ever stored on any single server. This, combined with web based access for outside usage, and the complete integration into the Active Directory makes Exchange a very strong candidate for an alternative mail server for a corporate environment. 

From an academic perspective, with an IMAP4 system lecturers gain access to email lists on the basis of subject enrolment, and the web based system or the Exchange Store allows users in labs complete email access regardless of location, using the same system. Staff members do not have to worry about backing up systems, and users who move about the campus, or externally can access their email without extra effort. This would be a superior system to our current operating environment.
