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ABSTRACT

This paper describes the implementation and use of smart card in the National University of Singapore (NUS). Smart card technology was first deployed in NUS in 1991 when the smart card was used as a identification badge by staff. Since those early days, many more types of applications have been introduced. Indeed, smart card technology has made a significant contribution to the NUS IT landscape and newer applications, particularly pertaining to use of enhance security requirements are being introduced in NUS.

INTRODUCTION

The smart card is the size of a credit card.  Every card is unique and has a permanent serial number. The card has a microprocessor or memory chip embedded in it. The chip stores data and problems and is protected by security features. When used with a smart card reader, the smart card has the processing capabilities for many applications. It can be used for physical access control, making purchases, etc.  Hence smart cards provide data portability, convenience and security.

Smart cards come in two varieties: memory cards and microprocessor cards. Memory cards simply store data and can be viewed as a small disk with optional security. A microprocessor card, on the other hand, can add, delete and manipulate information in its memory on the card. Similar to a miniature computer, a microprocessor card has an input/output port, operating system and hard disk with built-in security features.

Smart card specifications are governed by the International Standards Organisation (ISO). The ISO 7810 and 7816 standards define the size, physical characteristics, temperature range and flexibility, dimension and location of contacts, electronic signals and transmission protocols, data elements for interchange, file and data structures security architecture and functions which includes key references, cryptographic signatures and ciphered/concealed data.

NUS SMART CARD

In 1991, NUS embarked on a pilot project where NUS staff identity cards were replaced with smart cards. The smart cards used then were the Gemplus PCOS cards. It is a microprocessor card. The operating system of the card (COS) transforms the physical card device into a logical tool by providing functions including memory management, data management and security management. The issuer can focus on the specific requirements of the application independently from the hardware details of the cards. The first application used was the physical access system. During the initial phase, there were 200 access nodes installed in the campus.

With the successful implementation of this pilot, NUS replaced the first year undergraduate matriculation cards in 1992. The rest of the undergraduate and postgraduate matriculation cards were replaced in 1993. Since 1994, NUS issued an average of 10,000 new cards annually. As of to-date, there are a total of 30,000 NUS smart cards in circulation. This comprises 6,000 staff cards, 6,000 postgraduate cards and 18,000 cards. The smart cards used also went through a series of changes from the initial Gemplus PCOS (1k) cards to the latest Gemplus MPCOS (4k) cards.

CASH CARD

In 1996 the NUS Smart Card was upgraded to incorporate the National Cash Card functionality. The Cash Card service was introduced by the Network For Electronic Transfers (NETS) consortium aiming in making payment more convenient for the public. NETS is a consortium formed by the five major local banks of Singapore. They are the Development Bank of Singapore, Overseas Chinese Banking Corporation Limited, Overseas Union Bank Limited, United Overseas Bank Limited and Keppel Tatlee Bank. 

With this feature, the NUS smart card serves as an off-line debit card. It acts as an "electronic purse", containing the money one normally carries in one's purse. NUS staff and students can top up their cash card at any automated teller machine up to $500. They can perform transactions at shopping outlets and make payment via the card. The NUS community can also buy products and services over the Internet. It can be used to make payment ranging from one cent to five hundred dollars. It brings the home shopping experience to reality.

CARD PRODUCTION CYCLE

The production cycle of NUS Cash Card involves the following processes:

1.
Personalisation of Cash Card Function
Personalisation of the cash card function is done at the Network For Electronic Transfers (NETS). This is the process where the information pertaining to the “electronic purse” is initialised. 

2.
Personalisation of NUS information
This is the process where NUS information is written on the card. Information written onto the card includes the staff/student ID, an unique card verification code (CVC), access grouping, pin number and expiry date.
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3.
Photo capturing process
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Printing Process
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APPLICATIONS OF CASH CARD IN NUS

1.
Identity card

Besides being an identity card, the same card is used for borrowing of books from libraries, booking of sports and recreational facilities as well as medical consultation at the University Health Services.

2.
Door Access System

Another extensive application of NUS Cash Card is the Door Access Control System. There are about 500 access control nodes in NUS. This system allows only authorised personnel entry to places like clusters, laboratories, sports and recreational facilities as well as other restricted areas in campus. Access control can be restricted to individuals via white lists or via access groups. Other controls include time zones and geographical zones controls. The system provides audit trails and usage statistics. It replaces the conventional key and lock system. It enhances resources utilization and reduces abuse and illegal usage of the facilities. 

3.
Cash Card Payment
NUS Cash Card can be used as an off-line debit card. It can be used for making purchases in shopping outlets. In NUS, it can be used for payment of photocopying services, library fines, laser printing, use of sports facilities, car park access, vending machines and food sold in the canteen, etc.

FUTURE APPLICATIONS

1.
Secured Email Project
In December 2000, NUS embarked on a secured email pilot project using Public Key Infrastructure (PKI) for sending and receiving of confidential, authenticated and non-repudiated mails. 

The private key is stored in the smart card and is protected by a pin number. This allows only the cardholder to access his/her private key. Under this system the sender can digitally signed his/her email message to protect it from being altered by others and the recipient can authenticate the sender of the message. The sender can also encrypt messages to ensure the contents are not readable by anyone other than the targeted recipients.

Other potential applications include access to sensitive and critical information like online access of examination results by students and access of electronic payslip by staff. 

ISSUES AND CONCERNS

1.
Production Cycle
The personalisation process, photo capturing process and printing process are developed in house to cater to NUS requirements. The process of capturing of photographs, either online or via scanning, has to be decided before the issuance of cards. To meet the target of issuing 6000 new cards during the matriculation week, NUS scans the photos and prints the cards in advance. 
2
Lost of Pin number/Lost cards/damaged cards
A helpdesk service attending to request for resetting of pin numbers, reprinting of cards and other smart card related problems is essential.

The operational procedures and policies must be set up to cater to reprinting requests. Charging policy is another area of concern. Spare cards must be stocked up to cater for reprinting needs.

3.
Cost 

Additional cost will be incurred in the implementation of PKI enabled applications. This involves more expensive cards, cost of digital certificates, cost of other supporting infrastructures and operational overheads. 

4.
Inconvenience to users
Users find it inconvenient as additional steps are involved when using the PKI enabled smart card for the secured email project. They need to insert the smart card in the reader and to key in their pin number before sending or receiving of mails.

5.
Backup and Control Procedures

Backup and control procedures and processes of smart card systems related servers must be in place for contingency and recovery purposes.

CONCLUSION

With the deployment of smart card Computer Centre has reaped the benefits of using smart card in :

· adopting a single card for multiple applications,

· securing access to NUS internal applications and

· access to Cash Card service providers nation-wide

Computer Centre professional and technical staff have also gained great experience and exposure from the use of smart card. We constantly strive to improve our services in providing an efficient, convenient and yet secured means of access to our services.
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